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Abstract. In this paper, we investigate the physical layer security (PLS) of the traditional 

Wyner’s wiretap channel model. Secrecy performance analysis is performed assuming a 

presence of an active eavesdropper trying to overhear the confidential data transmission 

from the source node to the predefined destination. In what follows, we derive the lower 

bound of the secrecy outage probability, the strictly positive secrecy capacity as well as the 

average secrecy capacity, over the composite -Fisher-Snedecor (-F) fading environment. 

According to the analytical results, numerical results are also shown. The impact of the path 

loss component, the average signal-to-noise ratios over the main/wiretap channel as well as 

the impact of the fading, the non-linearity of the propagation medium and the shadowing 

shaping parameter on the PLS metrics is examined. The overall analysis and the obtained 

results have a high level of generality and also a high level of applicability since the -F 

distribution was recently proposed, as the best fit distribution for the channel 

characterization of the device-to-device wireless communication in the future Beyond 5G 

networks. 

Key words: Composite fading channel, physical layer security, device-to-device 

communication 

1. INTRODUCTION 

The amount of wirelessly transmitted data constantly increases with rapid development 

of new emerging concepts and technologies such as the Internet-of-Things (IoT) and 6G 

[1]. Due to the open access property in wireless communications, it is of high significance 

to provide a secure data transmission, especially for private and sensitive data. 
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Cryptography, as a built-in technique at system’s upper layers, can be used to achieve 

this goal [2]. Cryptographic protocols promote a shared-key concept between authorized 

entities, which can be inconvenient in networks with massive number of devices. In 

addition, the eavesdroppers, as authorized or unauthorized users, usually own unlimited 

computing power and can easily break down confidential keys by utilizing the brute force 

attack method. This is why the cryptography requires to be strengthened. 

The information-theoretic security has gained increased attention over the recent years by 

imposing the concept of secure data transmission on the physical layer [3]. The physical layer 

security (PLS) approach addresses the security issue by exploiting the dynamic characteristics 

of the propagation channel which is prone to eavesdropping [4]-[6]. In [7], Wyner had 

introduced the notion of the wiretap channel between the source (Alice) and an eavesdropper 

(Eve), who tries to intercept the intended transmission to a legitimate receiver (Bob). 

Numerous PLS works are established to develop high secrecy rates for classic Wyner’s 

wiretap channel model [8]-[17]. In all of the existing researches, the security performance is 

analysed using several metrics in the context of different wireless communication systems and 

over various fading channels. In what follows, a detailed PLS literature overview for basic 

wiretapped system model over fading channels, is given. 

The strictly positive secrecy capacity (SPCS) has been determined in [8] over large open 

area with a line-of-sight between the transmitter and the receiver. The secure transmission 

between two nodes over - fading channels, which include the non-linearity of propagation 

media, is analysed in [9], in terms of the average secrecy capacity (ASC). Novel analytical 

expressions for the SPSC and a lower bound on the secrecy outage probability (SOP) are 

derived over - fading channels, in [10], and further applied to performance studies of 

different emerging wireless applications, such as cellular device-to-device (D2D), vehicle-

to-vehicle, peer-to-peer, and body centric communications. In addition, the expressions for 

the SPSC and a lower bound on SOP over a mixture of -/-, and vice versa, fading 

channels are derived in [11]. 

The secrecy capacity for classic Wyner's wiretap model over a non-small scale fading 

channels, i.e. over the independent/correlated lognormal fading channels is investigated 

in [12]. A detailed analysis of all PLS metrics, that encompasses the interplay of both the 

fading and the shadowing phenomenon, over generalized-K fading channels, is given in 

[13], [14]. In [15], the SOP and the SPSC are analysed over shadowed - fading 

environment, with the aid of the moment matching method. 

The Fisher-Snedecor (F) distribution was proposed in [16] to characterize the 

composite fading conditions over D2D communication channels at 5.8GHz, as less 

simple than the generalized-K. The SOP, the SPSC, the ASC and asymptotic ASC over F 

fading channels are investigated in [17], [18]. 

Recently, the author in [19] has proposed an even more general composite fading 

distribution, the -Fisher-Snedecor (-F) fading distribution that characterize, the 

nonlinearity of the propagation media, in addition to the fading and shadowing phenomena 

in the wireless channel. This model is pronounced as the best fit for the realistic channel 

measurements for D2D communications and underwater acoustic. To the best of authors’ 

knowledge the PLS analysis over -F fading has not yet been reported. 

In this paper, we present the detailed PLS analysis of the basic wiretap model over -

F fading channels. Novel expressions for evaluating the asymptotic ASC, lower bound on 

the SOP and the exact SPSC are derived. These expressions are quite general and can be 
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simplified to Gamma, Weibull, Nakagami-m, exponential, -, one-sided Gaussian and F 

fading scenarios. The interplay of various channels’ parameters as well as the average 

SNRs over main/wiretap channel on the PLS is analysed. 

The main contributions of this work can be summarized as: 

▪ novel analytical forms of PLS metrics for source-destination-eavesdropper 

communication model, over general -F fading channels, are given 

▪ impact of the interplay of the fading depth, shadowing severity and nonlinearity 

parameter of the main/wiretap channel on secure transmission between the source 

and intended node, is examined 

▪ in addition, the path loss component is taken into analysis 

▪ presented results of -F fading model can accommodate other existing fading 

scenarios, based on the estimate of -F distribution parameters 

The list of parameters, symbols and abbreviations throughout the paper is given in 

Table 1, to make easier for the reader to follow. 

 

Table 1 List of notations, symbols, abbreviations 
 

Notations, symbols, abbreviations 

* designates: M for the main channel, E for 

the wiretap (eavesdropper’s) channel 

h* channel fading coefficient 

* instantaneous signal-to-noise ratio (SNR) 

d* distance from the source to the 

destination/eavesdropper 

 path loss parameter 

*s
m  shadowing severity factor 

* nonlinearity propagation factor 

* fading depth parameter 

*  average SNR 

Cs secrecy capacity 

sC  average secrecy capacity (ASC) 

 average main-to-eavesdropper's channel 

power ratio (MER) 
EX

outP  exact secrecy outage probability (SOP) 

L

outP  lower bound of SOP  

Pnz strictly positive secrecy capacity (SPSC) 
 

r 
ratio between the main and wiretap link 

distances 
,

, (.)m n

p qG  univariate Meijer’s G function 

,

, (.)m n

p qH  Fox’s H function 
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2. PROBLEM FORMULATION 

The system model we used in the analysis is shown in Fig.1. The source transmits the 

secret message by emitting signal s(t), with E[|s(t)|2] = 1, and therefore the signal received 

by the destination can be written in the following way 

 ( ) ( ) ( ),M M Mx t Ph s t n t= +  (1) 

where P denotes the emitting power from the source, hM represents a fading coefficient of 

the main channel i.e. the channel between the source and destination, and nM(t) denotes 

the additive white Gaussian noise (AWGN). The destination node is at the distance dM 

from the source. The illegitimate node is also in the area of coverage, at the distance dE 

from the source. The intruder tries to overhear the desired signal, and thus the receiving 

signal at the eavesdropper can be defined as 

 ( ) ( ) ( )E E Ex t Ph s t n t= + , (2) 

where hE denotes a fading coefficient of the wiretap channel i.e. the channel between the 

source and eavesdropper, and nE(t) denotes the AWGN. The channel state information 

(CSI) of both channels is available at the source [3]. 
 

 
 

Fig. 1 System model 

Let us express the instantaneous signal-to-noise-ratios (SNRs) over the main or wiretap 

link as 

 

2

*
* 2

* *

,
h P

d



=  (3) 

where the subscript, *, denotes either main (M), either eavesdropper’s (E) channel index, 

 2  
* defines a variance of zero-mean AWGN and d* denotes the distance between two 

nodes, while parameter  characterizes the path loss.  

Following the assumption that the main and wiretap channel are corrupted by -F 

fading, the probability density function (PDF) of the instantaneous SNR, over both 

channels, has the form [19] 
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where B(,) denotes the Beta function [20], 
*  is the average SNR; ms

*
 is the shadowing 

severity parameter, ms
*
 > 1, 

*
 is the fading depth parameter, 

*
  0.5, 

*
 is the non-

linearity of the propagation medium, 
*
 > 0, and 

*
 is the parameter defined as 
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with () being the Gamma function [20]. By utilizing the specific values of the Meijer's 

G function relying on [21, eq. (07.34.03.0271.01)] and the form of the argument 

simplification [21, eq. (07.34.16.0001.01)], the previous expression of the PDF can be 

rewritten as 
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with 
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( 1)sm
a



 






 

−
=  and 

,

, (.)m n

p qG  denoting the univariate Meijer's G function [20, Eq. 

(9.301)]. The asymptotic PDF for the large average SNR values can be obtained with the 

help of [21, eq. (07.34.06.0001.01)], i.e. * →  , and taking into account only the first 

term in summation, in the following form 
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The cumulative distribution function (CDF) of the instantaneous SNR can be evaluated, 

relying on [22, Eq. (26)], as 
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In addition, the asymptotic CDF when * →   can be defined by recalling [21, eq. 

(07.34.06.0001.01)], as 
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B m

a d




 






 

 










 
 

=  
 
 

 (9) 

2. PHYSICAL LAYER SECURITY METRICS 

In this Section, ASC, SOP and SPSC are analytically determined.  

To evaluate the instantaneous channel capacity over the main channel as well as over the 

wiretap channel, we can rely on the Shannon capacity formula [3] 

 * 2 *log (1 ).R = +  (10) 

The first step to establish the ASC expression is to start from secrecy capacity as defined 

in [4]. The secrecy capacity is characterize as a difference between the channel capacities 

of the main and wiretap links, i.e. mathematically 

 2

1
log

1

M
s M E

E

C R R




 +
= − =  

+ 
, (11) 

while assuming that the perfect CSIs are available at all nodes.  

2.1. Analytical expression of ASC 

ASC is frequently measured as a benchmark to indicate the average communication 

rate of the main transmission. The metric’s definition can be given in the following form  

 2

01
log ( ) ( ) ;

01

MM
s M E M M E E

E MED

C d d p p D


   
 

    +
= =  

 +  
 . (12) 

The previous formula can be rewritten as 

 
2

0 0

1 2 3

1
( ) log ( )

1

M M
s M M M E E E
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C d p p d
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=  
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  , (13) 

where the integrals are defined as 

1 2
0

log (1 ) ( ) ( )M M M E M Mp F d   


 = + , 2 2
0

log (1 ) ( ) ( )E E E M E Ep F d   


 = +  and 

3 2
0

log (1 ) ( )E E E Ep d  


 = + . To avoid solutions of the integrals in a form of complex 

bivariate Meijer’s G functions, as it was done for the wiretap Fisher-Snedecor channel 

scenario in [18], we have determined the simplified form of ASC. Namely, the first and 

the second integral are asymptotically solved in the following forms 
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and 

1 1 2
asymp

2

2

2

2
2 2 ,2

2 2 ,2 2

2

2

ln(2) ( ) ( )(2 ) ( , )
( 1) /

1 2
, ; , ; ,1

2 2 2 2

( 1) 2

M
M

E sE M

E M

E

M

E E
E

E E

E E E

E

m

M M

s E M sM

s M M

s s M M M M
E E

E E

E
E

s

E

m B m
m d

m m

G

m
d




 

 





 

  



 

  


   
 

 




+ − −

+ +

+ +

 
 

 =  
   − 

 
− −       −  −        

 
 
 − 
 

1
, ; , ; ,

2 2 2

E M M M M

E E

    
 

 
 
 
 
 +    

 −  −    
    

 

, (15) 

where 
1 1

( , ) , , ,
t t t s

s t
s s s


+ + −

=  and when ,M E N  + . The expressions (14) and 

(15) are obtained by substituting the asymptotic forms of CDFs in I1 and I2, and then 

recalling [21, eq.(07.34.21.0011.01)]. The third integral is solved by substituting (6) into 

I3, and with the help of [23, eq. (2.24.1.1)] in the following way 
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Thus, by summarizing (14), (15) and (16), the asymptotic ASC is determined. 

2.2. Analytical expression of SOP 

In the scenario with both the active/passive eavesdropping, SOP is very often measured 

to indicate conceptually the security of the authorized communication. From the 

information-theory point of view, SOP is a secrecy outage event when secrecy capacity 

falls below the target secrecy rate, Rt. Thus, SOP can be defined in the exact form, as [18] 
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 Pr[ ] Pr[ 1]EX
out s t M s E sP C R R R =  =  + − , (17) 

where 0 1s E sR R = + −  and 2 tR
sR = . In the analysis that follows, we have determined 

the lower bounded version of SOP as [18] 
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By substituting (8) and (6) with appropriate subscripts in (18), and with the help of [21, 

Eq. (07.34.21.0012.01)], by making the change of variables, 
/ 2E

E t = , the 
L

outP  integral 

is solved in the following form 
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where /M E  =  defines the average main-to-eavesdropper's channel power ratio 

(MER), r denotes the ratio between the main and wiretap link distances, r=dM/dE, and 
,

, (.)m n

p qH  is the notation of the Fox’s H function [24, eq. (1.2)]. The Fox's H function is 

not commonly built-in function in Mathematica or Matlab software packages, but can be 

evaluated with the help of the program given in [25, Appendix]. Formula (19) can be 

rewritten in the simplified form of the Meijer’s G function, when ,M E N  + , relying 

on [23, eq. (8.3.2.22)]], in the following form 
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2.3. Analytical expression of SPSC 

The existence of non-zero secrecy capacity i.e. SPSC is assured with the probability 

given by 
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Thus, by substituting (8) and (6) in (21) and once more recalling [21, eq. (07.34.21.0012.01)], 

we have derived SPSC in the following form 
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By simplifying the Fox’s H function with the help of [23, eq. (8.3.2.22)]], SPSC is 

rewritten in the following form as 
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3. NUMERICAL RESULTS 

In this section, numerical results of ASC, SOP and SPSC are presented to illustrate 

the carried out mathematical analysis. Numerical results are obtained using Mathematica 

and figures are drawn in Origin software package. In all figures, the path loss parameter 

is =2.7, which is a commonly used value for the parameter that describes the path loss in 

a fading environment. 

Fig. 2 illustrates ASC versus MER, , for different space constellations of the 

destination and eavesdropper; and identically distributed (i.d.) fading links, M= E= , 

msM= msE= ms, M=E=. For higher values of the ratio r, i.e. when eavesdropper is closer to 

the source, the ASC values are lower, as expected. Also, as the fading depth, the 

nonlinearity as well as the shadowing severity over the propagation medium decreases (ms, 

 and  increase), ASC outperforms. In a more realistic scenario, when the destination is 

closer to the source in comparison to the eavesdropper’s position (r=0.8), the most 

favorable channel conditions (=3.4, ms=4.8, =3.8) indicates lower or at least the same 

ASC values than less favorable channels case (=2.4, ms=3.8, =2.8). This i.d. channel 

feature can be utilized by the PLS approach in order to ensure a secure transmission. In this 

figure, the asymptotes are also obtained according to expressions (14), (15) and (16). The 

asymptotes show a good agreement with the exact results, especially for favorable channel 

conditions and favorable space constellation of nodes. 
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Fig. 2 The ASC vs. MER for different channel conditions and different distances of 

receiving nodes 

SPSC in the function of the average SNR of the main channel for different average SNRs 

of the wiretap channel is shown in Fig. 3. One can notice that SPSC can be improved by 

assuring larger average SNR values of the main channels and/or lower average SNRs of the 

wiretap channel. The improvement is more obvious for higher nonlinearity parameter of the 

main channel, M= 5, i.e. for lower nonlinearity of the main propagation medium. 
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Fig. 3 SPSC vs. the average SNR values of the main channel for different nonlinearity 

propagation scenarios 
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Fig. 4 Lower bound of SOP vs. the average SNR values of the main channel for different 

distances’ ratios 

The lower bound of SOP, versus the average SNRs of the main channel for different 

distance ratios and different fading depth scenarios over the wiretap channel, is demonstrated 

in Fig. 4. An interesting remark here is that up to some point the largest fading deepness over 

the wiretap channel assures the lowest SOP values, and then the interplay of the same fading 

parameter, msE, is vice versa. This is more obvious when the destination is closer to the source. 

For instance, when r=0.5 the value of the average SNR over the main channel is around 15dB 

( 15dBM = ), after which the favorable fading conditions over the wiretap channel impacts 

beneficially the SOP metric. In addition, when r=1.5, the M  is shown to be around 25dB 

( 25dBM = ). This result justifies the PLS principle how to deploy effectively the 

randomness of the wireless channels, i.e. fading to upgrade the system security issue. 

ASC in the function of the average SNR over wiretap channel for different nonlinearity 

propagation cases is presented in Fig. 5. The largest ASC values are obtained for larger 

average SNRs of the main channel in the region of lower average SNR values of the wiretap 

channel. It can be noticed that by increasing the nonlinearity parameter E, the nonlinearity of 

the wiretap propagation medium decreases, and thus the ASC decreases i.e. deteriorates. In 

the case of M= E=2, the results coincide with those for F fading scenario. 

In Fig. 6, SPSC versus the distance ratio r for different shadowing scenarios over the 

main channel and different MER regimes, is illustrated. The increase in MER leads to an 

increase of SPSC and even equals one for =19dB, when the destination node is closer to 

the source. The SPSC dependence on the shadowing severity over the main channel is 

more pronounced in the range of lower MERs. For instance, for =19dB the aforementioned 

dependence is insignificant. Further, for =14dB, when msM increases from msM=1.4 to msM 

=3.4, and r=1.2, the increase of less than a half order of magnitude of the SPSC can be 

noticed; and an increase of even one order of magnitude is noticeable for =9dB. 
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Fig. 5 ASC vs. the average SNR over the wiretap channel for different wiretap nonlinearity 

propagation scenarios 
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Fig. 6 SPSC vs. the distance ratio, r, for different MERs and different shadowing scenarios 

over the main channel 

4. CONCLUSION 

In the paper, the detailed analysis of basic PLS metrics over composite -F fading 

channels was carried out. The obtained results showed that favorable channel conditions 

over main channel could upgrade the secure transmission. In addition, for i.d. fading 

channels, the impact of the fading depth, the propagation nonlinearity and the shadowing 
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severity depends on the space constellation of the system’s nodes. Another concluding 

remark, assuming non i.d. fading channels is that the largest fading deepness over the 

wiretap channel assures the lowest SOP values, up to some specific value of M , and then the 

interplay of the same fading parameter is vice versa. This is obtained when the destination is 

closer to the source. Also, for the same constellation scenario, the SPSC dependence on 

the shadowing severity over the main channel is more pronounced in the range of lower 

MER values. 

In overall, the obtained results can be useful in the design of securer wireless D2D 

communication links. Also, proposed analysis has high level of generality and can be 

utilized in analysis for fading scenarios which are special cases of the -F fading model. 
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