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Abstract. Drones micro-Doppler signatures obtained by FMCW radars are an excellent
procedure for malicious drone detection, identification and classification. There are a
number of contributions dealing with recorded spectrograms with these micro-Doppler
signatures, but very low number of them has analyzed possibility to calculate echo caused
by drone moving parts. In this paper, starting from already existing mathematical
apparatus, we presented such spectrograms as a function of changing drone moving parts
characteristics: rotor number, blades number, blade length and rotor moving speed. This
development is the part of a wider project intended to prevent malicious drone usage.
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1. INTRODUCTION

Drones or unmanned aerial vehicles (UAVs) fulfil our everyday lives more and more.
They may be used in many friendly types of missions as, for example, aerial photography,
traffic supervision, disaster monitoring, precise agriculture, industrial inspection, goods
delivery and so on. But, on the other side, drones are used for a number of different malicious
purposes [1]. Drones may carry explosive devices with the intention to cause numerous
victims and damages on objects such as airports, stadiums, governmental buildings, residential
areas, commercial and industrial facilities, power plants, etc. They may be used for smuggling
activities over state borders or into and out of the prisons, for causing fire in hardly accessible
forest areas or to perform assassination on the important persons. There are a huge number of
examples for each of these malicious activities, successfully or unsuccessfully realized. This
is the reason why systems for drones detection, identification, localization and classification
(DILC) become very important today.
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The most often applied sensors for drone DILC are radar, RF signal detector, optical
camera, thermal camera and acoustic detector. The benefits and drawbacks of each sensor
type are emphasized in details in [2]. Drone DILC is usually performed using several
sensor types among the mentioned ones. These selected sensors are then combined in one
solution [3]-[6]. Among these sensor types radar, especially Frequency Modulated
Continuous Wave (FMCW) radar, is probably the most often applied technique [7]-[17].
The main principles of FMCW radar realization are described in [18]-[20]. FMCW radar
allows reliable classification of the detected drone based on the analysis of drone micro-
Doppler signatures. Several typical drone construction and functional characteristics such
as the number of its rotors, the number of blades in each rotor, rotor angular velocity and
the length of blades may be only determined by FMCW radar on the base of drone micro-
Doppler signature even in bad weather conditions.

Among contributions in the domain of FMCW radar, micro-Doppler signatures for
various drone types are presented and analyzed in [8]-[11], [15], [17]. Contribution [8]
gives several drone micro-Doppler signature graphs in various flying mode phases (take-
off, hovering, flying phase). In this aspect [8] is more complete than our paper, but it
lacks explanation to make the connection between the graphs and the derived formulas
for micro-Doppler signature calculation. The paper [9] presents a number of micro-
Doppler signature graphs, but with addition of signals used for the communication between
the drone and its operator, signals for drone video communication and so on. In [9] it is not
possible to distinguish the spectrum behaviour as a consequence of drone flying from other
frequency spectrum sources components. Contributions [10], [15] are interesting because
they pave the way in the comparison of drone and birds micro-Doppler signatures, because
drone and birds are often hard to distinguish due to their similar dimensions. The paper [21]
contains very detailed theoretical and practical analysis of drone micro-Doppler signatures,
but on the base of experiments performed for drones at the distance of only several meters
from the radar. Drone micro-Doppler signature graphs are often analyzed applying artificial
intelligence algorithms, as for example in [22].

Elements which have influence on the characteristics of drone micro-Doppler signature
are briefly emphasized in the Section 2. The calculation method for drone micro-Doppler
signature determination is described in detail in the Section 3. The calculation method is
illustrated by a number of examples in the Section 4 when drone physical characteristics
and position relative to FMCW radar are changed. The concluding comments are given in
the Section 5.

2. DRONE PARTS CAUSING MICRO-DOPPLER EFFECT

All drone moving parts may cause micro-Doppler effect detectable by FMCW radar.
It is very important, because even a drone in hovering state will be detected by radar
sensor. Drone micro-movable parts are its rotors.

Each drone has a certain number of rotors, as presented in the Fig. 1. There are N.=4
rotors in the example from Fig. 1. Drone micro-Doppler signature depends on this number
of rotors.

The second important factor which has influence on drone micro-Doppler signature is
the number of blades (N) in each rotor. The blades 1 and 2 are designated in the Fig. 1.
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Two remaining blade characteristics which determine micro-Doppler signature are the
blades length (L) and blades rotation speed ().

Drone micro-Doppler echo also depends on the drone (i.e. drone rotors) elevation
angle () towards the radar level. This angle is determined by the drone height (h) and its
distance from the radar (Ro).
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Fig. 1 Elements which have influence on the drone micro-Doppler signature

3. CALCULATION METHOD

Method for drone micro-Doppler signature calculation may be explained referring to
the Fig. 1.

The main characteristic of FMCW radar is that it generates signal of variable frequency as
a function of time. This frequency change is usually linear (sweep signal) and it is essentially
important for FMCW radar detection principle of operation. The generated signal may be
expressed by the equation [23]

s(t)=cos(2-m-(f, +b-t)-t) (8]

where f; is the starting frequency of FMCW radar sweep signal and b is the slope of
generated sweep signal. The generated signal is periodically repeated.
The returned echo signal from rotor blades may be expressed by the equation from [7]:

S0 = 35,0 = L~exp(—j4'7”-(Ro+zo ~SinB)j-
@
sinc(@, (1) exp(-j -, (1)

k=0

where it is
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ﬂ 2-m-k

D, (1) = . -%~COSB-COS(Q~I+(|)O +

j (k=0,1,2,...N-1). 3)

In these two equations:

= L is the length of each blade;

= N is the number of blades in each rotor;

= Ry is the distance between the radar and the drone rotor (approximately the same
as between radar and drone);

Zo is the drone height;

B is the drone elevation angle in relation to radar;

Q is rotor angular rotation speed,;

@o is initial rotation angle;

A is FMCW signal wavelength.

The magnitude of the rotor echo signal is

L-exp(—le'TTc-(R0 + 7, -sinﬁ)j-
(1) = - )

> sinc(®, (1)) -exp(—j - @, (1))
k=0
The echo signal of all drone rotors is calculated according to the expression from [8]:

5:(0)= iNZ‘iS.k(t) ZL eXp[ T Ry +2y - smB))

i=1 k=0 (5)
'Zsm c(@; (1)) -exp(—j- @, (1))
k=0
where N; is the number of drone rotors and
@, (1) —% % cosp, COS(Q gy + 2'“"‘) (k=0,1,2,..N-1). (6)

As for the case of only one rotor, the magnitude of the whole drone echo signal is,
similar to the equation (4):

N, N-1
Sik
i=1 k=0

ZL exp( (ROI +12, -Sinp, )j

IS (t)] = (7

ZSIHC(Cle(t)) EXp( J (le(t))

The usual way to analyze drone mlcro-DoppIer signatures is the application of drone
spectrograms. Spectrograms present frequency spectrum of a signal as a function of time.
They are obtained after calculation of Short-Time Fourier Transform (STFT) [24]:

STFT (S, (M, w)) = z S, W, -exp(=j-o-t,) (8)

n=—w

or in the logarithmic division
STFT (dB) = 20-log STFT (S, (M, ®)) 9)
The meaning of variables in (8) is:
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= S, —sequence of time samples of the signal whose spectrogram is calculated;

= W, — sequence of time samples of the selected window function;

= m —time index, i.e. time shift of the moment for which spectrogram is calculated;

= o —frequency of the signal.

Hanning window is most often selected for the calculation of STFT. The sequence of
discretized Hanning windows function is expressed as [25]:

1 ( 2-m-n
w, =5 1-cos

] (n=0,12..N) (10)

4, DRONE SPECTROGRAMS

Drone spectrograms obtained using equations (2) to (9) are presented in the figures 2
to 10. They are derived varying the mechanical and position characteristics of drones to
analyze how the change of each parameter influences the spectrogram. The analysis is
presented for the hovering drone which means that rotor blades are the only moving parts
of the drone. The majority of spectrograms are presented for a single rotor and this
corresponds to the class of drones in the shape of helicopter. This is the smaller in
number class then the class in the shape of quadcopters (which have four rotors).

The starting spectrogram is presented in the Fig. 2. It corresponds to the case that there
is only one rotor with one blade. The blade rotation speed is Qr=30rotations/s and the
blade length is L=0.24m. After these mechanical characteristics, the drone position in
relation to radar is defined by its height h=30m and distance from radar R;=100m meaning
that drone position elevation angle relative to radar is f=arc sin (0.3). The radar functional
characteristics are operating frequency f=24GHz (operating wavelength 0.0125m) and
sampling rate fsep=20kHz. Time interval for spectrogram presentation is 0.1s and waveform
repetition rate during this time interval is 3 or 30 in 1s. It means that spectrogram
appearance (time repetition rate) directly follows from the rotor rotation speed.
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Fig. 2 Drone spectrogram for one rotor with one blade, the blade length L=0.24m, blade
rotation speed Q::=30rotations/s, drone height h=30m, drone distance from radar

Ro=100m, FMCW radar operating frequency f=24GHz, digital sampling rate
fs[epzzokHZ.
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For our analysis in this paper it is important to notice the frequency at which signal
echo falls below -40dB, i.e. where the spectrogram colour transfers from yellow to green.
This frequency in the case of spectrogram from the Fig. 2 is 144Hz.

Fig. 3 presents the drone spectrogram for the same parameters as in the Fig. 2 with the
only difference that the blade rotation speed is Qr=20rotations/s. Two modifications are
noticeable as a consequence of Q. change: the signal repetition rate has dropped from 3
to 2 during 0.1s and the frequency at which signal echo falls below -40dB is 96Hz. In
both cases the parameter ratio is 2/3 as also the ratio of Q. values. This change of the
important frequency bandwidth is important for our future analysis.

Fig. 4 presents the drone spectrogram for the case that the blade length has been
changed comparing to the Fig. 2. In this case the frequency at which signal echo falls
below -40dB is a bit more than 72Hz. It means that in this case the ratio of important
frequencies bandwidth has dropped in the ratio 1/2, as also the ratio of blades length.
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Fig. 3 Drone spectrogram for one rotor with one blade, the blade length L=0.24m, blade
rotation speed Qr=20rotations/s, drone height h=30m, drone distance from radar
Ro=100m, FMCW radar operating frequency f=24GHz, digital sampling rate
fstep:20kHZ.
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Fig. 4 Drone spectrogram for one rotor with one blade, the blade length L=0.12m, blade

rotation speed Q.«=30rotations/s, drone height h=30m, drone distance from radar

Ro=100m, FMCW radar operating frequency f=24GHz, digital sampling rate
fstep=20kHZ.
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Fig. 5 presents the drone spectrogram for the case when its height has changed from

h:=30m to h,=70m. It means that the ratio of elevation angle cosine functions has changed in
the ratio

11)

The bandwidth of important frequencies has changed in approximately the same ratio:
from 144Hz to about 109Hz for the limit of -40dB or, in other words, this ratio is 1.32.

Fig. 6 presents the spectrogram for the more probable case that the rotor has two
blades. The other parameters for this spectrogram are the same as in the Fig. 2. The
important frequencies bandwidth remains 144Hz as in the Fig 2, but the repetition rate is
twice as in the Fig. 2, or total 6 due to the increased number of blades. Highly similar
spectrogram is obtained for the example of a rotor with one blade with two-fold rotation
speed (Q2r=60rotations/s) and half a blade length (L=0.12m) and special attention has to
be paid to distinguish these two cases. The spectrogram for this second case is presented
in the Fig. 7.
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Fig. 5 Drone spectrogram for one rotor with one blade, the blade length L=0.24m, blade
rotation speed Q:=30rotations/s, drone height h=70m, drone distance from radar
Ro=100m, FMCW radar operating frequency f=24GHz, digital sampling rate
fstep=20kHZ.
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Fig. 6 Drone spectrogram for one rotor with two blades, the blade length L=0.24m, blade
rotation speed Q.=30rotations/s, drone height h=30m, drone distance from radar
Ro=100m, FMCW radar operating frequency f=24GHz, digital sampling rate
fstep=20kHz.
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Fig. 7 Drone spectrogram for one rotor with one blade, the blade length L=0.12m, blade
rotation speed Q.=60rotations/s, drone height h=30m, drone distance from radar
Ro=100m, FMCW radar operating frequency f=24GHz, digital sampling rate
fstep=20kHZ.

The echo signal at the frequency OHz may be used to distinguish whether it is
considered the case according to the Fig. 6 or the Fig. 7. Echo signal amplitude
oscillations are significantly greater when rotation speed is lower, as is illustrated by the
characteristics presented in the Fig. 8 and the Fig. 9. This peak-to-peak amplitude of the
oscillations is even about 17dB when there are two blades of 0.24m length and their
rotation speed is 30 rotations/s (Fig. 8) comparing to only about 2.5dB when there is one
blade of 0.12m length moving at Qr=60rotations/s (Fig. 9). This presentation of echo
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signal at the frequency OHz for spectrograms more reliable distinguishing in some cases
is, as for our knowledge, the paper original contribution.
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Fig. 8 Echo at the frequency OHz for the case of one rotor with two blades, the blade
length L=0.24m, blade rotation speed Q.:=30rotations/s, drone height h=30m,
drone distance from radar Ro=100m, FMCW radar operating frequency f=24GHz,
digital sampling rate fsep=20kHz.
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Fig. 9 Echo at the frequency OHz for the case of one rotor with one blade, the blade
length L=0.12m, blade rotation speed Q«=60rotations/s, drone height h=30m,
drone distance from radar R;=100m, FMCW radar operating frequency f=24GHz,
digital sampling rate fsep=20kHz.

The typical drone construction is with 4 rotors and each rotor with two blades. The
spectrogram for such a construction is presented in the Fig. 10. The consequence of more
rotors and blades existence is that echo signal periodicity is less obvious and that limit
value of important echo frequencies is practically constant as a function of time.
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Fig. 10 Drone spectrogram for four rotors with two blades, the blade length L=0.24m,
blade rotation speed Q.=30rotations/s, drone height h=30m, drone distance
from radar Ro=100m, FMCW radar operating frequency f=24GHz, digital
sampling rate fsep=20kHz.

The graphs in the figures 2-7 may be compared to the selected graph from [8] which
corresponds to the micro-Doppler signature of rotors obtained by practical recording. The
great similarity is obvious with the exception that the graph in [8] is presented for
positive and negative frequencies and the echo signal is symmetrical about the frequency
OHz. This graph from [8] is presented in the Fig. 11. It has periodicity — the number of
periodical changes is 18 during 1s. According to this characteristic, the graph is most
similar to the graph in the Fig. 3. The frequency where the signal echo rapidly decreases
is about 100Hz. Let us further suppose that we could conclude by some other technique
what is the drone elevation angle, i.e. what is cosine of elevation angle. The final element
to determine is now the length of rotor blade/blades (L). Under the assumption that
elevation angle is the same as in the Fig. 3, we obtain L=0.25m. But, if the drone is situated
approximately vertically above the FMCW radar (i.e. elevation angle tends to 90°) and the
spectrogram is without significant changes, the corresponding L quickly grows.

The graph in the Fig. 10 is similar to the graph from [8] which corresponds to the
drone in the hovering state. This graph from [8] is presented in the Fig. 12. There is no
obvious periodicity in the recorded characteristic. Such a graph is the clear sign that there
is a higher number of rotors probably with more than one blade.

The summary of conditions for spectrogram characteristic calculation in the figures 2-10 is
presented in the Table 1. The main specificities to describe the obtained spectrograms for each
combination of conditions (i.e. each figure) are also presented in the Table 1.
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Fig. 11 Practical rotor micro-Doppler record [8]
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Fig. 12 Practical drone micro-Doppler record [8]
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Table 1 Summary of figure characteristics

389

Figure Conditions for spectrogram calculation

Output spectrogram description

2 1rotor, 1 blade, L=0.24m, Q=30/s,
h=30m, R0=100m, f=24GHz, fs,=20kHz

3 Figure 2 with Q.,=20/s

4 Figure 2 with L=0.12/s

5  Figure 2 with h=70m (cosine of elevation
angle higher 1.335 times)

6  Figure 2 with two blades

7  Figure 2 with L=0.12/s and Qr=60/s

8  Figure 2 with two blades

9  Figure 2 with L=0.12/s and Q,,=60/s

10 Figure 2 with four rotors and two blades

Waveform repetition rate 30/s
Attenuation 40dB at 144Hz
Waveform repetition rate 20/s
Attenuation 40dB at 96Hz
Waveform repetition rate 30/s
Attenuation 40dB at 72Hz
Waveform repetition rate 30/s
Attenuation 40dB at 109Hz
Waveform repetition rate 60/s
Attenuation 40dB at 144Hz
Waveform repetition rate 60/s
Attenuation 40dB at 144Hz

Amplitude oscillations peak-to-peak 17dB

at OHz

Amplitude oscillations peak-to-peak 2.5dB

at OHz

Echo frequencies constant in time, signal

periodicity less obvious
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5. CONCLUSIONS

Calculation method for drone micro-Doppler signature determination is presented in
this paper. The influence of various drone parameters (number of rotors, number of
blades forming a rotor, blades rotation rate, blades length) on spectrogram shape is
analyzed. Special attention is devoted to the way how it is possible to distinguish some
combinations of drone characteristics which give very similar spectrograms. All results
are presented for the FMCW radar which operates on the frequency of 24GHz.

The method and the results from the paper may be used in the case that measurement
results are not available. The results of calculation are compared to the similar examples
from measurements and similarity of the results from these two groups is verified by
several practical examples.

The results from this paper are related only to the hovering drone. Our plan for the
future investigation is to try to develop calculation method for the drones in other flying
modes (flying, take-off, etc).

Multi-Doppler spectrograms are applicable for drone detection, identification and
classification by artificial intelligence algorithms. Our other development direction plan
is to implement calculated spectrograms for training neural networks in the first phase of
such networks construction when numerous practical records of various drone types are
still not available.
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