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Abstract. The main objective of this paper is the analysis of comb jamming as a
technique for RCIED activation prevention. Presentation of three strategies for comb
signal generation follows after comprehensive survey of various jamming techniques in
the introduction. There are two paper original contributions. The first one is
quantitative comparison for three signal generation techniques of their emission power
in relation to barrage jamming under the condition of equal BER value. The second
contribution is determination of exact BER value as a function of emission power in the
case of barrage jamming. Until now we have made different analyses and comparisons
starting from estimated emission power. The analysis procedure is performed for QPSK
modulated RCIED activation signal. Power saving is evident for all three methods of
jamming signal generation. It is proved that additional 2.5dB of power saving is
achieved by equalization of frequency components level in comb signal. The analysis in
this paper shows that comb jamming allows the same effects as barrage jamming, but
with lower emission power.
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1. INTRODUCTION

Procedures of fight against Remote Controlled Improvised Explosive Devices (RCIED)
today are becoming more and more important. This method of activation allows a
significant degree of comfort for an attacker to realize his intentions from a safe distance,
where his activities are difficult to be detected. Besides, there are few other reasons why
remote control is very attractive to the attacker for explosive devices activation: more
effective and precise bombing, absence of wires gives autonomy to the attacker and the
possibility that an attacker is arrested or killed is decreased [1]. Different wireless
communication techniques are available to the attacker. These techniques are not
implemented only in highly specialized, hardly available equipment, but may be found in
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low-cost, commercial devices, such as long range cordless telephones, cell phones, satellite
phones, radio controlled toys, car alarms, keyless automobile door openers, wireless
doorbell buzzers, and so on [1]. It is this variety of attacking techniques that set high
requirements in the development of the jammer of RCIED activation. It is necessary to
implement a wide variety of jamming strategies and generate a significant number of
jamming signal types, and to change signal parameters within wide limits for each signal
type. Not only are various signal types necessary, but it is also important to develop new
jamming technology, or signal type in a very short time interval, measured in weeks, not in
months or years. That is why it is important to have well organized development and
production of RCIED jamming equipment, as the one presented in [2]. Very important
element in the organization of such development and production is consolidating data about
performed RCIED attacks in a database. Event logs, implemented at the systems from one
of the suppliers, presented in [3], may be implemented for such a purpose.

After this introduction, a survey of applied RCIED jamming systems is given in the
Section 2. Section 3 of the paper presents the three most important techniques for comb
signal generation. Section 4 deals with the characteristics of frequency spectrum of these
techniques. The exact Bit Error Rate (BER) characteristics of sweep and barrage jamming
are compared in the Section 5. The procedure to define parameters of comb jamming is
described in the Section 6. The emission power relation between comb and barrage
jamming is investigated in the Section 7. Paper Conclusions are in the Section 8.

2. A SURVEY OF APPLIED RCIED JAMMING SYSTEMS

Frequencies implemented in commercial devices used for RCIED activation are, a
priori, known and these frequencies should be dominantly jammed to achieve successful
jamming. A survey of commercial devices frequencies, usually used for RCIED activation,
may be found in [4]. These frequencies include those implemented for mobile communication
systems (GSM, UMTS), DECT telephones, remote control toys, wireless doorbells and
gate drivers, car alarms, and so on. A survey of frequencies shows the part of wireless
device spectra which may be adapted for RCIED activation. The applied signal power in
these devices is variable in the range from several tens of milliwatts to several watts [1].
A very detailed presentation of jamming techniques with mathematical analysis may be
found in [5]. The main analyzed or just explained jamming techniques in [5] are noise
jamming (separately broadband, partial-band, narrowband depending on the number of
jammed channels), tone jamming (single tone and multiple tones), sweep jamming and
pulse jamming (in fact comb jamming according to this paper).

Contribution [6] emphasizes two specific jamming techniques: following (or follower)
jamming and smart jamming. Following jamming is applied against frequency hopping:
here a jammer follows carrier frequency changes on the transmitted signal and then
performs jamming on each hopped frequency. The jamming probability when follower
jamming is applied is calculated in [7]. It is proved in [7] that channels scanning speed
increases linearly as the function of the hopping rate for the lower values of jaming
probability, but this dependence is hyperbolical for the higher jamming probability
values. In smart jamming the knowledge of transmission protocol is the key issue, because
jamming is based on the attack towards the places of protocol vulnerabilities, such as error
correction checksum, acknowledgement messages, transmitting overloading (false messages),
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and so on. The special threat for successful jamming in the group of smart jamming strategies
is the case when timing channels normally intended for regular function of the protected
device are maliciously used as covert channels to send activation signal [8].

Contributions [9] and [10] present an idea that there is a specific, optimum technique for
jamming each kind of modulations. In these contributions jamming of digital amplitude-phase
modulated signals is analyzed and it is proved that the same kind of jamming signal
modulation as the activation signal modulation is not always the optimum choice. Such an
analysis is important only in the case that we a priori know the type of implemented
modulation in activation message coding, but this is very rarely fulfilled.

Reactive (responsive) jamming technique is lately more and more implemented [4],
[11] - [16]. This technique may be treated, in fact, as a kind of smart jamming because
jamming is based on successful detection of frequency band implemented for RCIED
activation signal transmission. In the existing solutions usually is implemented Fast
Fourier Transform (FFT), as a fast and reliable detection algorithm [4], [11]. In [17] it is
proved that RCIED activation signal detection on the basis of FFT analysis may be faster
and in this way more reliable than frequency sweep in active jammer. In [18] this analysis
is further expanded to other reactive detector types. A survey of problems, arising in the
realization of reactive jammers, is presented in [11]. Among them, the greatest attention
in [11] is devoted to time synchronization in the case of simultaneous function of
multiple jammers. In [12], [13] the characteristics of some other detector types (energy
detector, matched filter detector, feature detector and detector based on the calculation of
eigenvalues of the covariance matrix) are theoretically compared one to the other.
Contribution [14] is devoted to activation signals jamming in one specific network (IEEE.
802.15.4), where message packet duration is very short (only about 350us), thus causing
necessity for a very short detection time. In the case of universal jamming (not for
specific activation signal type), the achieved detection time is less than 1ms in [15], and
even about 200us for the frequency range of 6GHz in [16].

A survey of implemented techniques for remote activation of improvised explosive
devices and the frequency band intended for each technique implementation may be
found in [19]. Besides these techniques, SMS message sending is very attractive and in
some world regions dominant technique of RCIED activation, because of its realization
simplicity [20], [21]. RCIED activation signal sending by SMS messages may be
prevented or delayed by various detection algorithms implemented in base stations [21].

Modern solutions of RCIED activation signal jammers should follow development in
communication procedures and techniques. One such direction which aims at reliable and
hardly detectable communication is implementation of frequency hopping signals. Today
hopping speed in realized systems may be significantly higher than it is presented in [7].
Responsive jammers realized on the base of RCIED activation signal detection in some
cases have the possibility to follow frequencies changes when frequency hopped signal is
applied [22], [23]. According to the achieved detection rate, the solution [22] may block
the signal with 300hops/s while the solution [23] is effective even when the hop rate is
10000hops/s. The systems [22], [23] are available now and may be purchased on the
market. Our idea is to implement active jamming in a broad frequency range with not too
high jamming power and thus to avoid the risk of, perhaps, unsuccessful RCIED
activation signal detection. One possible solution with these desired characteristics is comb
jamming signal implementation according to the principles presented in this paper.
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There are two mutually different accesses to jamming signal generation. The first one
is to generate the desired shape of jamming signal at low/lower frequency band and then
to shift it by the modulator to the necessary frequency band [24]. It is easier to model the
signal at lower frequencies, but modulation is additional complication in the solution
practical implementation. The other possibility is to directly generate the signal in the
jammed frequency band. Our intention is to consider the first possibility since we want to
cover the broad frequency range in one moment and the generated signal may be shifted
by several modulators adjusted at different frequency bands in the same time.

A completely new approach to jamming signal generation is presented in [25], [26].
There is no need to take care about the shape of jamming signal or even to have such a
generator. The solutions belong to the group of responsive jammers. When this approach
is applied, the detected signal which has to be jammed is first delayed by the
implementation of optical lines with adjustable, precise delay and then transmitted as the
generated jamming signal. The selected value of delay determines the level of RCIED
activation signal attenuation. Instead of this approach, we apply a specific jamming signal
generation again to avoid the possibility that RCIED activation signal is not detected.

The complexity of the fight against the RCIED activation and development perspectives
of remote control of these devices were already noticed in [27]. There were made
measurements of the bit error rate in the transmission when several jamming procedures
types are implemented, thus presenting the possibilities for the fight against the then
existing devices, but also against devices, which would appear in the future. The obtained
measurement results led to the development of practical devices for fight against RCIED
activation [28] - [30]. In these devices generation of very heterogeneous jamming signal
types is applied: Continuous Wave (CW), Amplitude Shift Keying (ASK), Phase Shift
Keying (PSK), Frequency Shift Keying (FSK), Comb Signal (Barrage Jamming), Sweep
Signal (with different sweep strategies, as, for, example, single sweep, multiple sweep,
sweep with frequency gap, where there is no sweep signal and where jamming device
management may be realized, etc.), white Gaussian noise (WGN), and so on. Among all
these techniques jamming by sweep signal and jamming by WGN are most often applied.
The characteristics of sweep jamming are analyzed in detail in [31] - [33]. In [34] there is
compared necessary power to realize jamming of MPSK (M-ary PSK) modulated RCIED
activation message by sweep signal and by WGN, but without considering simultaneous
influence of sweep signal and noise which is normally present in the system environment
(environmental noise). Sweep signal and WGN are in some cases combined in one unique
signal, as demonstrated in [35]. A method for WGN signal generation is analyzed in [36].
The results presented in these last six papers are based on IRITEL great experience in
developing jamming devices of various applications: against RCIED activation [37], for
jamming mobile telephony systems [38] and for radio surveillance and jamming [39].

Comb jamming is a special technique for generating a signal for RCIED activation
prevention, similar to, but more energy efficient than barrage jamming. IRITEL is one of
the pioneers for such jamming implementation [40], [41]. Regarding recent times, the
main characteristics of comb jamming are presented in [42].
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3. TECHNIQUES FOR COMB JAMMING REALIZATION

The main purpose of comb signal definition for jamming is to achieve similar
implementation characteristics as if barrage jamming is applied, but with reduced emission
power. Comb signal consists of a number of discrete, usually equidistant components when
considering frequency spectrum. In this way continual part of frequency spectrum is
replaced by only one frequency component, but with the same jamming effect.

There are three main methods for comb signal generation [43]: rectangular pulse train,
filtered pulse train and pseudorandom sequence. The signal with the desired frequency
characteristics (number of discrete frequency components, components distance in frequency
domain) is usually first generated in a low frequency band. After that such a signal modulates
a carrier in order to be shifted to the pre-defined frequency band.
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Fig. 1 Principle block-scheme of rectangular pulse train jamming signal generation

Figure 1 presents the principle block-scheme for generating the rectangular pulse train
signal. The generation process is initiated in the Rectangular Waveform Generator (RWG),
where the pulses of duration z and period T are formed. The amplitude of pulses is A. The
frequency spectrum of the generated pulses is band-limited in the low-pass filter (LPF).
The frequency characteristic of this LPF is flat in the pass-band, meaning that only the
undesired frequency components are truncated. Amplitudes of frequency components in
the pass band are not changed and they remain as generated. Such modified impulses
have the frequency spectrum at low frequency band and this spectrum is shifted to the
required higher frequency band in the modulator (MOD). Here the generated pulse train signal
is multiplied by the signal from the programmable oscillator (POSC). It is possible to produce
variable signal frequency band changing the frequency of POSC, i.e. to additionally sweep the
generated comb signal in the case that it is necessary to jam wider frequency band (one such
application example for jamming mobile communication in GSM systems may be found in
[44]). At the end the generated jamming signal is transmitted by a transmit antenna (Tx).

The generation of filtered pulse train signal is a slight modification of the previous
method. Its principle block-scheme is equal to the one presented in Figure 1. Difference is in
the function of LPF. Besides limiting the pass-band width, this filter also modifies the
amplitudes of the generated comb frequency components with the aim to achieve
approximately flat frequency characteristic in the pass band. In LPF the higher frequency
components are more amplified (or, in other sense, less attenuated) than the lower frequency
components. Modifications are also noticeable in the pulse train signal shape in the time
domain [43].
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Figure 2 presents the principle block-scheme for comb signal generation according to
the third method based on pseudorandom sequence implementation. The initial signal is
generated in the linear feedback shift register (LFSR). The period of a sequence is T and
it consists of N pulses whose duration is z (i.e. it is T=N-z). The amplitude of each pulse is
+A or —A. The remaining algorithm realization phases are the same as for the previous
algorithms: the spectrum of the generated comb signal is filtered in LPF and transferred to
higher frequencies after signals modulation (implementation of blocks MOD and POSC).
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Fig. 2 Principle block-scheme of pseudorandom sequence based jamming signal generation

4. FREQUENCY SPECTRUM CHARACTERISTICS OF THREE METHODS
FOR COMB SIGNAL GENERATION

Frequency spectrum of rectangular pulse train signals is well-studied and presented in
many references [43]. This spectrum is discrete with equidistant components and may be
expressed by the equation
K-zt
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where P(f) presents signal power spectral density, o(f-k/T) is designation for places where
discrete frequency components are situated and the remaining part in the equation
presents frequency components power envelope. The meaning of variables A, z and T is
already illustrated in the Fig. 1.

Frequency spectrum of the signal shaped as the rectangular pulse train is presented in
the Fig. 3. Such signal is obtained implementing the comb signal generator from the Fig.
1. Spectral components envelope is the function in the form (sin(x)/x)? and the number of
frequency components in the main lobe is selected by the ratio K=T/z. The function of the
LPF is to pass certain number of components from the main lobe leaving them with
unchanged amplitudes. In the example from the Fig. 3 it is K=6 and the LPF passes total 2-i+1
frequency components where i=3 is the number of non-attenuated frequency components on
both sides related to the central component.
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Fig. 3 Frequency spectrum of rectangular pulse train signal

Frequency spectrum of the signal shaped as the filtered rectangular pulse train is presented
in Fig. 4. Its initial shape is equal to the one presented in Fig. 3 with the addition that the LPF
characteristic (the curve designated by LPF in Figure 4) has to approximate reciprocal
function of (sin(x)/x)? in the filter pass band. In this way 2-i+1 transferred frequency
components at the generator output have approximately the same level.
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Fig. 4 Frequency spectrum of filtered rectangular pulse train signal

Similar to the case of rectangular pulse train, frequency spectrum of the pseudorandom
sequence signal may be presented by the equation

P(1)= D p-o(f ) @

k=—o0

where coefficients px which model the frequency spectrum envelope are
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Variables A, N and 7 are already defined in the Fig. 2 and in the explanation dealing
with the same figure.
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Fig. 5 Frequency spectrum of the pseudorandom sequence signal

Fig. 5 presents the frequency spectrum of the generated pseudorandom sequence
signal [43], [45]. Comparing to the frequency spectrum of rectangular pulse train (Fig. 3),
difference exists at the component for i=0. This component has very low level (it is
nearly eliminated) comparing to other components in the main lobe, because the typical
values of N are more than 10. As frequency spectrum of pseudorandom sequence signal
is similar to the spectrum of rectangular pulse train, all analysis in the continuation of the
paper are performed only for this second type of signal.

Now, when we have explained the main characteristics of comb signal in time and
frequency domain, the logical question is: what are the possibilities for this signal generation
and practical implementation. If we want to have a wide main frequency lobe, the rectangular
pulse duration z should be very narrow. In a hardware sense it is difficult to generate such
an impulse with a significant amplitude level. On the other hand, if we adopt the longer z,
there are fewer frequency components in the main lobe and there is a need for more
additional hardware processing to expand the frequency spectrum. This means that we need
to have more modulators and programmable oscillators connected as in Fig.1 or Fig. 2 to
realize complete solution. Generally, the process of shifting and shaping the frequency
spectrum of comb signal which is generated in lower frequency band is also challenging.
These are the reasons why comb jamming is not often practically applied.

5. PERFORMANCES COMPARISON OF SWEEP AND BARRAGE JAMMING

The main purpose of comb jamming implementation is to achieve benefits as at
barrage jamming, but with lower emission power. Our first step in such an analysis is to
compare the performances of pure sweep and pure barrage jamming. Such an analysis is
already approximately performed in [34] for MPSK modulated signals. The deviation
from the accurate result is mainly caused by the fact that it is supposed that only one error
in the symbol is possible regardless of the jamming signal level. In other words, the
situation when both bits in QPSK symbol are faulty is replaced by only one faulty bit.
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Fig. 6 BER (Pp) as a function of the ratio S/N in the case of barrage jamming and as a
function of S/I in the case of sweep jamming

In this paper we implemented more accurate comparison in the case of QPSK signal
jamming. The exact number of faulty bits in a symbol is supposed in an estimation
process. The estimation is based on the implementation of our originally developed
simulation program which is already presented in [35]. The purpose of the simulation
program is to determine Bit Error Rate (BER) when MPSK modulated signal is jammed
by the simultaneous influence of sweep and barrage jamming. For the implementation in
this paper we select one of the two jamming signals to have very low level. In order to
simulate barrage jamming, we have defined the sweep signal level by the expression
S/1=60dB and in order to simulate sweep jamming we have defined noise level by
S/N=60dB, where S is reserved for the level of QPSK modulated RCIED activation signal
and | and N are the levels of sinusoidal interference and noise signal, respectively.

Fig. 6 presents the BER values as a function of the ratio S/N when barrage jamming is
implemented and as a function of S/I when sweep jamming is implemented. For the BER
values greater than 0.1 (which are of interest in jamming applications) it is necessary to
apply higher interference signal level in the case of barrage jamming to achieve the same
BER as if sweep jamming is implemented. Difference in interference level is about 3dB
when it is BER=0.2, 4dB when it is BER=0.3 and 4.8dB when it is BER=0.4.
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6. CoMB JAMMER PARAMETERS DEFINITION

Jammed bandwidth is usually the initial condition which has to be defined in each
jammer realization. This bandwidth is then transferred to the bandwidth important for
comb jammer design.

Let us suppose that 2-i+1 is the number of discrete frequency components which is
expected to effectively cause jamming. This number of frequency components is odd, but
the generality of results is not lost because we may always select one component more
than it is necessary. The second parameter which has to be satisfied at the beginning is
the desired BER value.

The first problem in jammer design is to determine the optimum number of frequency
components in the main lobe of a comb signal before LPF when the number of generated
jamming frequencies is known. Optimum number of frequency components is selected so
that jamming signal emission power is minimized for the pre-defined BER. When
rectangular pulse train or filtered rectangular pulse train is designed, the problem is
manifested as the selection of the ratio /T.

The comb jamming signal is presented as the sum of a number of frequency components.
According to the shape of frequency spectrum in Figure 3 for the rectangular pulse train, the
minimum level has the highest frequency component in the main lobe which is passed
through the LPF (i.e. the component of the order i). Comb jammer has to be designed so that
this component satisfies the desired BER value. As a consequence, all other frequency
components after the LPF have the higher level than the component of the order i and thus
cause the higher BER value.

The fact that comb signal has the minimum power means that its amplitude A is
minimum. There are two opposite effects, which have the influence on the value of A.
First, if we select the lower value of ratio /T, there will be more frequency components
in the main lobe and the frequency components after the LPF will tend to be equal. The
effect of this modification is lower value of A. But, according to the equation (1), lower
value of 7/T means that multiplication factor in this equation in front of the part in the
shape (sin(x)/x)? is decreased and it is necessary to compensate this effect by the higher
value of A. That is why there is the ratio z/T where signal amplitude A is minimum. This
is illustrated in Figure 7. There are three presented characteristics. Each of them is for the
same width of filter pass-band, i.e. equal signal period T, but for different pulse width z.

P(f)

k=6 k=5 k=-4 k=-3 k=2 k=1 k=0 k=1 k=2 k=3 k=4 k=5 k=6

Fig. 7 Frequency spectrum of rectangular pulse for i=3 and three different values of ¢
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The curve 1 in Figure 7 corresponds to the case when the number of frequencies in
the main lobe is significantly higher than the number of frequencies which have to cause
jamming. Signal energy in the main lobe is distributed on relatively high number of
frequency components which have relatively low level each. The curve 2 is opposite case,
when a low number of frequencies are in the pass-band. These frequencies have higher
level than in the previous case. The curve 3 is in the middle when considering signal level
at f=0, but its level at the frequency f=i is maximal.

Our problem to determine the optimum ratio /T is now solved after finding the first
and the second derivative of the expression (1) at the point i, because it is necessary to
find when the power in this point is maximal. The first derivative when considering only
spectrum envelope in the (1) is expressed as

[} .
dP _ 2 Sin(2-k-7-x)
&_;A k-m ®)
while the second derivative is
e, =2-A ;cos(z k-7z-X) (6)

where it is x=¢/T and components between k=-i and k=i are passed through the LPF.
According to the real conditions from the Figure 3, it must be i<(1/x).
In the point i the expressions (5) and (6) become

dP\ _ a2 SIN(2-i-7-X)
(dX )i =A i (7)
and
d?p :Azicos(2-i-7r~x) (8)
dx? i iz
The equation (7) is equal 0 if it is satisfied the condition
-1
X=5- )

meaning that it is the function extreme. For this x the value of the second derivative
according to (8) is less than 0, which proves that emission power in the point defined by
(9) is really the maximum. It further means that system gain should have minimum value
to reach the desired power level and that emission power should be minimal in that case.

7. EMISSION POWER RELATION OF COMB AND BARRAGE JAMMING

We have already emphasized that the intention of comb jamming implementation is to
produce the same effect as with barrage jamming, but with the reduced jammer emission
power. That is why we are now going to compare the necessary jamming power for these
two jamming strategies.

Let us suppose that our wish is to cause jamming in total 2-i+1 channels. The classical
solution is to implement noise signal for jamming which covers continually frequency



416 J. RADIVOJEVIC, M. MILEUSNIC, A. LEBL, V. MARINKOVIC-NEDELICKI

band of these channels. The improved possibility is to implement only one jamming
frequency in each channel.

The characteristics presented in Figure 6 correspond to each one of 2:-i+1 considered
channels, i.e. frequency components. As a consequence, benefits of filtered rectangular
pulse train are directly obvious from Figure 6. Namely, the power of each frequency
component in the filtered pulse train signal is equal and for the same extent lower than
uniform noise jamming power to cause the same BER. In this way the total effect of
jamming in all channels is also equal to the one presented in Figure 6. The necessary
emission power decreases when comb jamming is implemented is 4P1,,=3dB when it is
BER=0.2, 4P»,=4dB when it is BER=0.3 and 4Ps;,=4.8dB when it is BER=0.4.

The benefits are decreased when rectangular pulse train or pseudorandom sequence
signal is implemented. To determine the improvement in emission power in this case, we
start from the calculation of total emission power related to the case of uniform spectrum
emission power. Our estimation is illustrated by the example when it is i=3, meaning that
total 7 frequency components are passed through the LPF. According to the problem
which is earlier defined to be solved, components at i=3 need to have equal power.

Table 1 illustrates procedure to determine the ratio of comb signal power to the
barrage signal power when the sinusoidal component level at i=3 is equal to the value of
the power at the same frequency in the case of filtered pulse train or also to the level of
barrage (noise) signal. The column with the designation P presents ratio of considered
sinusoidal component power with the order k to the unity power. The last two rows in the
table present the power ratio of total 7 frequency components after the LPF to the
uniform power in the same frequency band. The data in the last column of the Table 1 is
graphically presented by Fig. 8. It illustrates the power level ratio of frequency components
of rectangular pulse train signal to barrage signal where rectangular pulse train signal has
(at least) the same jamming effect as barrage signal. The calculated power difference of
2.5dB has to be subtracted from the power save when filtered rectangular pulse train
signal is implemented to obtain the equivalent power save when rectangular pulse train is
considered. Therefore, in the case of rectangular pulse train implementation, power save
is 4P1,=0.5dB when it is BER=0.2, 4P»=1.5dB when it is BER=0.3 and 4P3,=2.3dB
when it is BER=0.4. These values are significantly lower than the values for filtered pulse
train, thus approving the benefits of power spectrum equalization.

Table 1 Power ratio of comb signal for rectangular pulse train to barrage jamming

k T Prel Pcomb/Pbarrage
-3 0.167 0.011258 1
-2 0.167 0.019044 1.692
-1 0.167 0.025422 2.258
0 0.167 0.027889 2.398
1 0.167 0.025422 2.258
2 0.167 0.019044 1.692
3 0.167 0.011258 1

Total 1.768

Total (dB) 2.5
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Fig. 8 Power spectrum ratio graphical presentation for rectangular pulse train to barrage signal

8. CONCLUSIONS

This paper starts with the comprehensive presentation of IRITEL contributions in the
area of RCIED activation jamming. After that analysis is directed towards comb jamming.
Comb jamming is a wide-band jamming strategy. It efficiently replaces more often
implemented barrage jamming strategy. The available literature only emphasizes the fact
that comb jamming signal power is lower than barrage jamming power, but without any
attempt to quantitatively support this statement [5], [46]. The main paper contribution is
quantitative estimation of emission power difference between comb and barrage jamming
under the criterion of the same achieved BER value in both cases. The analysis in the paper
considers all three most often implemented strategies for comb jamming signal generation:
rectangular pulse train, filtered pulse train and pseudorandom sequence. It is proved that
power equalization for all generated frequency components when filtered pulse train signal
is considered additionally achieves 2.5dB improvement of power saving possibilities. In
this way power saving is more than doubled comparing to the pulse train signal.

The second paper contribution is determination of exact BER value when barrage
jamming of RCIED activation message is applied. In our previous contributions we have
used only approximate calculation of this value [34]. The exact value of this variable is
obtained by the implementation of our original simulation program.

Our other direction of jammers development is related to malicious drones’ missions
prevention. Modern drone communication channels are often realized using some broadband
techniques [47]: Frequency Hopping Spread Spectrum (FHSS) [48] or Direct Sequence
Spread Spectrum (DSSS) [49]. Comb jamming is highly suitable for jamming these two
signal types due to its ability to cover great bandwidth with not too high emission power.
The solutions presented in this paper are the first step for the future development to allow
broadband jamming of drone communication signals.
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