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Abstract. Wireless Sensor Networks (WSNs) have been among the most researched areas 

in the last ten or twenty years. Different sensor technologies and wireless communication 

contributed to the progress in this field, but two features of these systems are still 

insufficiently developed. These are data security and energy consumption. Data is 

particularly vulnerable during transmission, whether it is communication between nodes or 

between a base station and a server. One of the most promising solutions for this problem is 

data encryption. However, data encryption negatively affects sensor nodes' energy 

consumption, so there is a compromise between data security and energy consumption. 

Symmetric encryption algorithms are more effective than asymmetric for these applications. 

Advanced Encryption Standard (AES) is the most frequently used symmetric algorithm. This 

paper analyzes the performance of hardware and software implementation of the AES 

encryption algorithm on the sensor node. The hardware implementation is based on the 

integrated circuit ATECC608A, while the microcontroller firmware includes the software 

implementation. The analyzed parameters include execution time, energy consumption, and 

memory usage, for four working frequencies (8 MHz, 16 MHz, 32 MHz, and 64 MHz), and 

different supply voltages (2.6 V, 3.3 V, and 5 V). The results show that the hardware 

implementation works faster for the lower working frequency (up to 12 MHz). The execution 

time of software implementation is reduced approximately 50 % with doubled frequency, 

while the reduction is less, and inconstant in hardware implementation. The hardware 

implementation consumes more energy that software, and the difference rises with the 

working frequency. These differences are 20 %, 40 %, 60 %, and 75 % at the same 

frequencies considered for execution time analyzing. The hardware implementation 

occupies 4.58 % of the memory of the microcontroller (PIC18F45K22), while 10.13 % is 

needed for the software implementation. These results can provide a good starting point for 

choosing an appropriate encryption implementation method. 
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1. INTRODUCTION 

The Internet of Things (IoT) paradigm is the technology that provides the internet 

connection, and exchanging information between millions of smart devices [1]. Wireless 

Sensor Networks (WSNs) are one of the most essential subnetworks of the IoT. A WSN 

is a self-organized network consisting of nodes that collect real-time data from their 

surroundings and communicate through a wireless medium. The three functions accomplished 

by the sensor nodes are sensing, data processing, and communication. There are constant 

increases in WSNs applications, including indoor and outdoor deployment [2]. Some of 

them are smart home systems, environmental conditions monitoring, intelligent transportation 

surveillance, military applications, industrial monitoring, and agricultural monitoring [3]. As 

WSNs continue to grow, it is necessary to provide efficient security mechanisms. To 

increase the effectiveness of these networks, additional security is needed to guarantee the 

confidentiality, integrity, and authenticity of the data [4]. 

Recent developments in wireless sensor network technology have created new data 

transmission security issues. In wireless broadcast media, the nature of broadcast 

communication permits message interception, eavesdropping, and modification. WSNs 

are vulnerable to various threats and attacks, just like traditional wireless networks, which 

can result in delays, communication disruptions, and information loss. The standard 

method for network communication security is to build an end-to-end trust relationship 

between the message's sender and recipient. The three security properties necessary in 

WSNs are authentication, confidentiality, and integrity. 

Authentication: Underlying system for network access control. When a node attempts 

to connect, the base station must be aware of and confirm its legitimacy. By using 

authentication, an attacker cannot join the network and send false messages. 

Confidentiality: Keeping information private from unwanted access in order to protect 

the confidentiality of the messages that are exchanged and prevent adversaries from 

learning about it. Verify that the message originated from the specified source. 

Integrity: It confirms that received data are not changed during transmission through 

the network. Cryptographic hash functions or encryption algorithms can be used to 

accomplish these requirements. 

Traditional security solutions require a lot of computing energy and large memory. 

Therefore, they cannot be applied to WSNs because of significant resource constraints. 

Sensor nodes are usually deployed in unattended environments without access to an 

electrical grid and powered by batteries. The battery recharging or replacement is not easy, 

so the sensor node's energy consumption should be reduced maximally. Besides limited 

available energy, there are additional constraints of sensor nodes, such as processing power 

and memory. As wireless sensor nodes have limited sensing, processing, and transmission 

capabilities, the implemented security mechanism should minimize the execution time, 

consume low energy, and occupy the program memory as little as possible. 

Current researchers focused on developing security mechanisms for these resource-

constrained networks [5]. Many methods for securing data transfer have been revealed, 

such as security protocols [6], digital signatures, and encryption [7]. The current 

researches on WSNs security mainly include encryption algorithms. Data encryption is 

the process of transforming data into a format that can only be read by authorized 

personnel who possess a decryption key. Before encryption, the data is referred to as 

plaintext, while after encryption, the data is called cipher text. 
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Encryption algorithms include two kinds: symmetric encryption (DES, AES, Skipjack, 

TEA, XTEA) and asymmetric encryption (Elliptic curve, RSA) [8]. Symmetric encryption 

algorithms encrypt the data with a symmetric key (private key). The sender and receiver use 

the same key to encrypt and decrypt data. Symmetric encryption algorithms include two basic 

categories: block ciphers and stream ciphers. A block cipher encrypts a block of plaintext and 

produces a block of encrypted data, while a stream cipher can encrypt plaintexts of 

varying sizes. The data is encrypted and decrypted using two keys in asymmetric 

encryption algorithms. The sender encrypts data using the public key, and the receiver 

decrypts data with his private key. Hybrid encryption, used in some applications, 

represents the combination of symmetric and asymmetric encryption algorithms. Both 

types of algorithms have pros and cons. [9]. Symmetric encryption algorithms are low-cost 

and high-efficiency. Asymmetric algorithms are complex and take more execution time, but 

they deliver a higher level of security. Even symmetric encryption algorithms provide a 

lower security level than asymmetric they are usually used in WSNs because of resource 

limitations. AES is high speed encryption algorithm, and it provides more security that 

others symmetric encryption algorithms. Because of efficient execution, low memory 

demands and high resiliency to attacks, AES is a one of the most frequently used data 

protection method in IoT systems and wireless sensor network nodes [10, 11]. 

This paper analyzes the performance of the AES encryption algorithm in the WSN 

node implemented in hardware and software. The main research objectives are: 

▪ Implement AES encryption algorithm on two ways in the sensor node. The first, 

represents the hardware implementation, based on the external integrated circuit 

ATECC608A. The second way, software implementation, is performed inside the 

microcontroller’s firmware;  

▪ Design an experimental setup to measure the execution time, energy consumption, 

and memory demands of these two implementation methods; 

▪ Consider these characteristics for different working conditions, including the three 

power supply levels (2.6 V, 3.3 V, and 5 V), and four microcontroller’s working 

frequencies (8 MHz, 16 MHz, 32 MHz, and 64 MHz). 

The experimentally obtained results presented in this paper could help to choose an 

appropriate encryption method according to available resources. That could reduce the 

development time and ensure the minimum energy consumption, extending the operation 

lifetime of a sensor node without reducing its performance. 

The rest of the paper is organized as follows. Section 2 contains the literature review of 

data protection principles in WSN. Section 3 describes the basic specifications of AES and its 

implementation in the observed sensor node. The experimental setup for measurement is 

shown in Section 4, and the results are presented and compared in Section 5. Finally, Section 

6 concludes the paper. 

2. RELATED WORK 

One approach for providing security of data during transmission in WSN is based on 

routing protocols. A Secure and Energy-Efficient Scheme for routing data known as SEER, 

which provides end-to-end data security and strives to minimize energy consumption, is 

proposed in [12]. This scheme, designed to be implemented at the hardware level, reduces 

the processing overhead, saves battery power, and provides a high-security level against 
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data interception attacks. Another approach for reducing power consumption without a 

negative impact on a WSN's performance is the combination of security protocol and 

encryption algorithm [13]. The proposed Lightweight Security Algorithm (LSA) is a hybrid 

algorithm created by combining the Security Protocol for Sensor Networks (SPINS) with 

the Secure IoT (SIT) encryption. Routing protocols are convenient security methods for 

sensor networks consisting of a large number of sensor nodes. Their main drawback is the 

inevitable trade-off between energy consumption and a high level of security. 

In some applications, when it is not necessary to have a data content secret, a digital 

signature is used to provide data authentication, confidentiality, and integrity. These 

algorithms are based on asymmetric encryption. The most widely used algorithm in 

WSNs is the Elliptic Curve Digital Signature Algorithm. The implementation of this 

algorithm and its variations are examined and assessed in terms of computational cost 

and security level, in papers [14, 15]. Asymmetric algorithms are used for data encryption 

also. In the paper [16], authors present encryption approaches based on the distribution of 

keys using Rivest Shamir Adleman (RSA) and Elliptic Curve Cryptography (ECC) 

algorithms. These approaches were compared to find the minimum energy consumption 

in WSNs with different MAC protocols. The comparison between these two kinds of 

encryption, considering execution time and amount of data, is presented in [17]. The 

improved version of the ECC algorithm, Improved Elliptic Key Cryptography (IEKC), is 

presented in the paper [18]. Experimental results show that the suggested algorithm is 

effective regarding packet delivery ratio, end-to-end latency, throughputs, and energy 

consumption. The ECC encryption algorithm with the new key distribution scheme is 

presented in paper [19]. 

The survey [20] highlights the limitations of the most important strategies, which 

provide encryption-based security services for WSNs. As mentioned, symmetric 

encryption algorithms are usually used in WSNs because they demand fewer resources 

than asymmetric ones. Paper [21] examines symmetric encryption algorithms, Skipjack, 

XXTEA, and AES. A comparison of their characteristics, such as memory usage, energy 

consumption, and execution time, was performed using the TOSSIM simulation program. 

The study [22] analyzes symmetric encryption algorithms (TEA, XTEA, and RC5) for 

WSN security using the NS2 simulator environment. The effectiveness of four of the 

most common encryption algorithms (RC4, DES, AES, and RSA) on power consumption 

and encryption/decryption speed has been conducted in [23], at different sizes of data 

blocks and keys. The survey presented in [24] covers a comprehensive comparison 

among block ciphers and a comparison between hardware vs software solutions of the 

AES. The results show that the AES is the most trusted solution for WSN security. The 

energy consumption of various AES encryption types, including software-based AES-

ECB (Electronic Codebook Mode), hardware-based AES-ECB, and hardware-based 

AES-CCM (Counter with CBC-MAC Mode), were measured and analyzed for different 

payload lengths [25]. The performance and power usage of the four different hardware 

and software implementations of the AES with Sparrow v3.2 sensor nodes based on the 

ATmega128RFA1 are compared in paper [26]. The hardware encryption module that 

uses the AES algorithm and the radio transceiver are integrated into this microcontroller. 

The findings demonstrate that implementing AES on hardware is faster and uses less 

energy than implementing it on software. The low-power AES algorithm, implemented 

on the ASIC platform, is presented in [27]. The good tradeoff between computation speed 

and energy efficiency of the AES was achieved by combining several optimized 
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components in the AES core and some modifications in the core architecture, balancing 

throughput, area, and power consumption. The lightweight text encryption algorithm 

proposed in [28] shows reduced energy usage and time complexity compared to the AES. 

This energy-efficient algorithm is based on the dynamic salt key (an arbitrary string of 

letters, numeric digits, or special characters appended to a password). 

Symmetric and asymmetric algorithms are used together in some applications to improve 

security and reduce energy consumption. An energy-aware scheme for control of the security 

level, based on both symmetric and asymmetric encryption algorithms, is presented in paper 

[29]. The proposed scheme chooses an algorithm according to the amount of energy in the 

energy-harvesting sensor node. In order to increase security, a node with more energy than a 

predetermined threshold encrypts the data using asymmetric encryption (Elliptic Curve 

Integrated Encryption Scheme - ECIES). The node uses the less energy-intensive symmetric 

algorithm (AES) to encrypt data when the remaining energy falls below a threshold value. By 

applying the ideas of hybrid cryptography and clustering-based routing, paper [30] offers a 

methodology for enhancing energy efficiency and protecting data in WSN. The ECC 

algorithm was used for key generation, while data encryption/decryption was completed using 

a combination of AES and ECC cryptography. The proposed method shows a better speed of 

operation, improved security level, and a high energy efficiency level. 

There are some other approaches for data encryption that tend to reduce the 

complexity of operation. A paper [31] describes an energy-efficient encryption algorithm 

with a 64-bit block length and a 128-bit key length that uses fundamental operations like 

exclusive-OR (XOR) and shifting. It includes simple operations and demands low-

resource implementation suitable to sensor node devices. A simple and fast-stream cipher 

encryption system that utilizes permutation vectors as encryption keys, is introduced in 

the paper [32]. Experimental results show that the proposed system is very secure, 

simple, and energy-efficient compared to other algorithms (AES, DES, 3DES). A novel 

data encryption based on multiple pairwise shared keys with short length, presented in 

paper [33], shows much faster speed than conventional symmetric encryptions. The 

security of WSNs can be improved by encryption based on chaotic systems. In paper 

[34], the authors propose a WSN-improved identity encryption based on a hybrid chaotic 

mapping system applied to encrypt the data. Some other technologies, such as blockchain 

[35, 36], can be implemented in WSN to achieve the required security level. However, 

blockchain is typically resource-hungry for energy, computation, and memory. The main 

benefits of the different data protection methods, noted in this section, are summarized in 

Table 1. 

Table 1 The different data protection methods described in other papers  

Ref. Protection method 
Testing 

environment 
The observations 

[12] Rounting 

protocols 

SEER MATLAB ▪ Increased lifetime of sensor node  

▪ Reduced the number of messages 

▪ Reduced energy consumption 

 

[13] SPINS protocol 

 + SIT encryption 

MATLAB ▪ Reduced the key generation time  

▪ Reduced energy consumption during 

transmission 

▪ Improved data security 
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[14] Asymmetric 
encryption 

ASCW based on 
ECDSA 

Sensor node 
with Zigbee 

▪  Management with acceptable key length,  
▪ Secure communication on node level,  
▪ Reduced the cost of risk and security threats 
 

[15] Modified  
ECDSA 

FPGA ▪ Reduced computational cost,  
▪ Increased security (compared to ECDSA) 
 

[16] BMAC, LMAC 
protocols with 
AES, RSA, ECC 

 

OMNet++ ▪ Reduced energy consumption, 
▪ Less packet lost 

[17] RSA vs. ECC Not specified ▪ RSA requires a less execution time, and 
smaller amount of stored data over ECC 

 
[18] Improved 

Elliptic Key 
Cryptography 
(IEKC) 
 

Not specified ▪ Effective regarding packet delivery ratio, 
end-to-end latency, throughputs, and energy 
consumptions 

[19] ECC NS2 ▪ The new key distribution system 
▪ Reduced the key storage 
▪ Improved secure connectivity and resistance 

to attacks 
 

[21] Symmetric 
encryption 

Skipjack, 
XXTEA, AES 

TOSSIM ▪ Skipjack – 4.7 % longer execution time, and 
5 % more consumed energy,  

▪ XXTEA – 5.1 % longer execution time, and 
6 % more consumed energy, 

▪ AES – 8.4 % longer execution time, and 
13 % more consumed energy, 
Compared to non-encryption system 

 
[22] TEA, XTEA, 

RC5 
NS2 ▪ Network throughput is inversely related to 

security (if the number of keys increases the 
network throughput decreases) 

 
[23] RC4, DES, AES ARM9TDMI ▪ Distance has a small impact on energy 

consumption, 
▪ Data size has a direct impact on energy 

consumption 
▪ Energy consumption (descending): AES-256, 

AES-192, AES-128, DES-CBC, RC4 
 

[25] SW-AES-CB, 
HW-AES-ECB 
HW AES-CCM 
 

LAUNCHXL
-CC1310 
(48 MHz) 

▪ Execution time rises with the size of plain text 
▪ Current consumption:  

AES-ECB-SW = non AES 
AES-ECB-HW, 1.14 mA more than non AES 

 
[26] AES-ECB, AES-

CBC, AES-CFB, 
AES-CTR 
 

AtMega128R
FA1 
(16 MHz) 

▪ Execution time rises with the size of plain text  
▪ Execution time is longer for software than 

hardware implementation 
▪ Energy consumption is higher for software 

than hardware implementation 
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[27] AES  

(optimized S-Box) 

 

ASIC 

(10 MHz) 

▪ Proposed implementation of AES energy 
consumption: 
38.46 % less than Canright Sbox 
20-25 % less than LBS-CRS 
20-25 % less than DSE-CRS 
13 % less than DSE 

 

[28] Lightweight, 

energy-efficient 

secure text 

encryption using 

the dynamic salt 

key 

Java, Intel(R) 

Pentium(R) 

▪ High level of security while requiring 
minimal communication and computational 

resources,  
▪ Reduced execution time (841 ms vs. 1066 ms 

– compared to AES),  
▪ Reduced memory usage (8307 bytes vs. 

13178 bytes – compared to AES) 

 

[29] Hybrid 

(Asymmetric 

+ symmetric 

encryption) 

ECIES + AES TelosB 

sensor node 

▪ Increased both the encryption level and 
energy efficiency by utilizing the remaining 
energy, compared to other techniques 

 

[30] ECC + AES Not 

Specified 

▪ A better speed of operation, improved security 
level, and a high energy efficiency level 

 

[31] Other 

methods 

Energy Efficient 

Encryption based 

on exclusive-OR 

(XOR) and 

shifting 

 

Verilog ▪ Low-resource implementation, enough security 
decreases the power consumption compared to 
HIGHT 

[32] Synchronous 

Dynamic 

Encryption 

System (SDES) 

 

Not 

Specified 

 

▪ Less energy for encryption and decryption, 
compared to AES, DES, and 3DES 

[34] Improved 

identity 

encryption, based 

on chaotic 

systems 

 

Not 

Specified 

▪ Shorter execution time, and less memory 
resources required, compared to RC5, and 
CWSN 

3. IMPLEMENTATION OF AES IN A SENSOR NODE 

AES was proposed by the National Institute of Standards and Technology in 2002. 

This algorithm was initially known as "Rijndael," after the two Belgian cryptographers 

who created it. After the National Security Agency approved it, AES has become a 

recommended security standard of data encryption [37]. AES is widely used today, and 

many libraries have been created for it in a variety of programming languages, including 

Python, Java, C, and C++. 
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This encryption algorithm is well-known and described in the literature. Therefore, this 

paper will note the main part of the algorithm without a detailed explanation. AES is a 

block cipher algorithm that encrypts and decrypts a block of plaintext or cipher text using 

symmetrical keys [38]. AES operates on a block data size of 128 bits, organized as a four-

by-four array of bytes, named a state array. A key can be 128, 192, or 256 bits in size, with 

10, 12, or 14 rounds, respectively. Fig. 1 represents the structural algorithm of the AES. 

 

Fig. 1 The structural algorithm of the AES 

Add Round Key is performed inside every round and once at the beginning, before the 

first round. This operation includes the XOR operation between the input data and the 

key for the current round. 

Sub Bytes makes a non-linear substitution step replacing the each byte of the current 

state array by corresponding value from the lookup table (S-Box). 

Mix Columns is a mixing operation that uses a linear transformation to combine the 

four bytes in each of the state array's columns. This process is included in all rounds 

except the final one. 

Key Schedule process prepares the key for the next round. It includes the three steps: 

Rotation inside the columns and S-Box and R-con substitutions. 

The AES encryption/decryption algorithm is standardized efficient hardware architecture, 

and implementation methods are the topics that many researchers are focusing on. The 

hardware and software implementation of the AES encryption algorithm on the WSN 

node is made in this paper. The microcontroller PIC18F45K22 is used as the processing 

unit of the sensor node, which power supply voltage is in the range from 2.3 V to 5.5 V. 

This microcontroller was selected because of well-known architecture and previously 

experience of the authors. It has an internal oscillator with maximal operating frequency 

up to 64 MHz, 32 Kb of programmable memory, UART, I2C and SPI communication 

interfaces. It makes him appropriate platform for sensor node in various applications [39]. 
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3.1. Hardware implementation 

The hardware implementation of the AES, in sensor node, is realized using the 

external integrated circuit ATECC608A. This integrated circuit has a low energy 

consumption, with the required power supply voltage from 2 V to 5.5 V, and integrates 

different encryption algorithms such as AES, SHA-256, the random number generator, 

and the Elliptic Curve Digital Signature. Up to 16 different keys for AES encryption can 

be stored in ATECC608A. Data exchange between this circuit and the microcontroller is 

performed via I2C communication, with a frequency of the clock signal up to 1 MHz. 

This integrated circuit was selected because of possibility to encrypt data by using several 

encryption algorithms. The other reasons are low energy consumption, low-cost, and 

availability on the market. The microcontroller can turn on/off ATECC608A by 

controlling the PMOS transistor IRLML6302, as presented on the electronic circuit in 

Fig. 2. This transistor provides the possibility to turn off the ATECC608A when the 

encryption process is outperforming to reduce energy consumption. 

 

Fig. 2 Circuit design of the hardware encryption implementation composed of the 

microcontroller and integrated circuit ATECC608A 

It is necessary to configure the ATECC608A before using it. It includes setting the 

AES operation and writing the key. The hardware encryption process has three steps, as 

presented in Fig. 3: data preparation, wake-up, and encryption. The data captured by a 

 

Fig. 3 The hardware encryption process – data flow between the microcontroller (MCU) 

and ATECC608A 
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sensor node is transformed into 16 bytes of plain text data during the data preparation 

step. In the second step, the microcontroller turns on the ATECC608A, sends the wake-

up signal to him, and waits for the appropriate response. The wake-up process takes about 

1500 us. After that, the microcontroller sends the 128-bit plain text data to the 

ATECC608A. The ATECC608A takes about 2030 us to perform encryption, and cipher 

text data can be read by microcontroller after that. 

3.2. Software implementation 

The second way for data encryption in the sensor node is using the algorithm implemented 

as the microcontroller firmware [40]. In this case, the encryption algorithm and appropriate 

key are stored in microcontroller memory. The software encryption process includes the same 

steps as the hardware, except the wake-up operation. Data preparation is the same as in the 

hardware process, while the data encryption is simplified, because it does not include 

additional circuits, and the whole process is performed inside the microcontroller. 

4. EXPERIMENTAL SETUP 

An execution time and energy consumption for both, hardware and software 

implementation of the AES encryption algorithms were examined in this paper. Time 

measurement was performed using the oscilloscope. The oscilloscope can accurately 

measure pulse duration. The microcontroller creates a pulse on its GPIO pin, whose voltage 

level denotes the start/end of a specified operation. All microcontroller unused pins are 

configured as output, and set to low voltage levels to prevent unnecessary energy 

consumption [41]. The energy consumed during encryption can be calculated by Eq. (1) as 

 ,E P t I V t Q V=  =   =   (1) 

where E denotes energy, P is power, t is the previously mentioned time, I represent the 

current sink by the sensor node, and V is the power supply voltage. Q represents the total 

amount of electricity flow through the sensor node. Because the current is not constant, 

the consumed energy was calculated by Eq. (2) as 

 

0

,

t

E Q V V I dt=  =    (2) 

where value of the integral represents the total amount of electricity flow through the 

sensor node during the encryption process. Current intensity through the sensor node can 

be measure by different methods, such as shunt resistor, voltage converter based on 

current mirror [42], circuits based on the constant current source [43], and others [44]. 

The circuit based on shunt resistor and INA212 integrated circuit, presented in Fig. 4, 

was used for current measurement. This methods provide the high precision and it has a 

low impact on load operating voltage. 
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Fig. 4 Circuit design for current measurement. (DUT – Device Under Test is the circuit 

shown in Fig. 2 in hardware, and the microcontroller in software implementation 

of the AES). 

The value of Rshunt needs to be sufficiently small to avoid its influence on the circuit's 

functionality. However, the same value must be sufficiently large to produce a voltage 

drop that is precisely detectable. For this purpose, the resistor of 100 mΩ, whose 

tolerance is 1 %, was selected. 

The current measurement process is performed through the following steps: 

1) The shunt resistor is connected between IN+ and IN- pins of INA212; 

2) IN+ pin and IN- pin are connected to the power supply voltage and power supply 

pin of the device, respectively; 

3) OUT pin of INA212 is connected to one channel of the oscilloscope (CH1); 

4) One GPIO pin of the device under test (microcontroller in our case) is connected 

to another channel of the oscilloscope (CH2). 

5) The duration of the specific part of the encryption is measured on channel 2 (time 

between two consecutive changes); 

6) The current is measured on channel 2, for the same time interval as 5). 

The experimental setup for current measurement based on INA212 operates at the same 

voltage level as a sensor node. So, it can be made using a microcontroller instead of an 

oscilloscope and installed in a sensor node, providing real-time consumption measurement. It 

can be useful for measuring the consumption of the entire WSN, and the lifetime prediction of 

the specific sensor node.  

5. RESULTS 

The execution time and energy consumption are measured and calculated for three 

different levels of power supply voltages at four different microcontroller’s working 

frequencies. Although the microcontroller and ATECC608A can operate at 2.3 V and 2 V, 

respectively, the minimal power supply voltage level is 2.6 V. This voltage level is necessary 

to provide reliable control of the transistor, which turns on/off the ATECC608A. Two other 
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power supply voltages considered in this paper are 3.3 V and 5 V because they are the most 

common in battery-powered sensor nodes, and most radio transceiver modules operate at 

these voltages. The selected working frequencies are 8 MHz, 16 MHz, 32 MHz, and 64 MHz, 

which is the highest working frequency of the used microcontroller.  

Fig. 5 shows the waveform of current flow through the sensor node during the 

hardware encryption process, and the voltage level of the selected microcontroller GPIO 

pin used to measure the time needed for the specified operation.  

 

Fig. 5 Current consumption during the hardware encryption process at constant supply 

voltage. The duration of each process is indicated by arrows, and the colored areas 

represent the amount of passed charge 

The measured quantities, in the case of the software encryption process, are presented 

in Fig. 6. In both cases, the power supply voltage is 2.6 V, and the microcontroller 

working frequency is 8 MHz. 

 

Fig. 6 Current consumption during the software encryption process at constant supply 

voltage. The duration of each process is indicated by arrows, and the colored areas 

represent the amount of passed charge 
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The microcontroller is in sleep mode before and after the encryption process to 

minimize energy consumption during the inactive state (no measurement or sending data). 

The total execution time of the hardware encryption process is calculated as the sum of 

times needed to prepare data, ATECC608A wake-up, and encrypt data. The software 

encryption process does not include time for wake-up. Fig. 7 shows the dependence of the 

execution time for both implementations, at noted four different frequencies. 

 

Fig. 7 Execution time vs. operating frequency for hardware and software implementation 

of the AES 

The execution time decreases with the increase of the microcontroller working 

frequency. These results are expected, considering that the microcontroller needs less time 

to do the same operation at a higher working frequency. The reduction of the execution 

time is more intensive for software than for hardware encryption. When the working 

frequency is doubled, the execution time of software encryption is reduced by almost 50 %. 

A similar trend is noted for hardware encryption, but the reduction of execution time is 

smaller: 25 %, 15 %, and 13 % for frequency changes 8 MHz to 16 MHz, 16 MHz to 

32 MHz, and 32 MHz to 64 MHz, respectively. The reason for that is the fixed time interval, 

which is necessary to ATECC608A perform specific operations (wake-up, encryption), and 

they do not depend on the microcontroller working frequency. The hardware encryption 

process takes less time at smaller values of the observed frequencies (approximately up to 

12 MHz). Therefore, if the execution time is the primary goal, and the working frequency is 

smaller than 12 MHz, the hardware encryption process offers better results, while the software 

encryption operates faster at higher values of working frequencies. 

The energy consumption for the observed working parameters is presented in Fig 8. 

In the case of the same power supply voltage and equal working frequencies, the software 

encryption process demands less energy than hardware because it does not include 

additional components and circuits. The both processes, hardware and software, consume 

more energy if the power supply voltage is higher at the same microcontroller working 

frequency. This kind of change is expected, considering that energy consumption is 

calculated according to Eq. (2). Also, the difference in the consumed energy in these two 

processes is higher at increased power supply voltage. 
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Fig. 8 Energy consumption vs. operating frequency for hardware and software 

implementation of the AES 

In the case of the hardware encryption, the consumed energy rises with the increasing 

working frequency at the constant power supply voltage. The changes are more intense at 

the highest working frequencies. The main contribution to the increased power 

consumption is the increase of the current intensity, which is more significant at higher 

frequencies than the reduction of the execution time. The decreasing of the execution 

time in the software encryption has more influence on energy consumption than 

increasing the current intensity at the higher working frequencies. Therefore, the energy 

consumption decreases slightly if the software encryption is applied. The results in Table 

2 show the difference in consumed energy between these implementation methods. 

Table 2 The comparison of energy consumption of hardware and software 

implementation methods 

f (MHz) 

The difference in energy consumption, 

hardware vs. software encryption (%) 

Voltage (V) 

2.6 3.3 5 

8 +16 +17 +27 

16 +40 +39 +45 

32 +60 +61 +61 

64 +75 +75 +78 

The results show that hardware encryption consumes more energy than software, for 

every working frequencies and power supply voltages. For example, at frequency of 

8 MHz and 2.6 V power supply voltage, the hardware encryption process consumes 16 % 

more energy than software. 

In addition, the available memory must be considered when implementing firmware 

because the microcontroller used in the sensor node has limited space of the 

programmable memory. In this case, the selected microcontroller has 4 kB memory space 

designed for the user’s instructions. For the hardware and software implementation, 

4.58 % and 10.13 % of programmable memory are occupied, respectively. Therefore, 
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hardware implementation is a better choice when it is necessary to ensure data security 

with minimal memory usage. 

The choice of the implementation method does not depend on the monitored physical 

parameters and a sensor node's application. The frequency of measurement (execution 

time), available energy, and microcontroller resources (size of the programmable memory 

and working frequency) determine which encryption method should be applied. The only 

constraint for hardware implementation is a microcontroller inside a sensor node equipped 

with an I2C interface, and enough programmable memory for software implementation. 

6. CONCLUSION 

AES is the symmetric encryption algorithm and one of the most frequently used ways to 

protect data in WSN. It is not energy-demanding and provides a high level of security. 

Implementation of this algorithm inside the sensor node is possible through hardware or 

software processes. The hardware implementation includes the additional integrated circuit, 

which takes data from the microcontroller and encrypts them. On the other hand, the 

microcontroller performs data encryption in the software implementation. This paper 

compares the performances of these two implementation ways, considering the execution 

time, energy consumption, and memory demands at three levels of power supply voltages, 

and the four microcontroller working frequencies. The sensor node is based on 

microcontroller PIC18F45K22, and integrated circuit ATECC608A is used in the hardware 

encryption approach. 

The experimentally obtained results show that encryption implemented in hardware takes 

less execution time for frequencies up to 12 MHz, while the software encryption is faster at 

higher frequencies. So, if the execution time is the most important during the sensor node 

operation, and there is no energy constrains, the software encryption implementation is the 

better solution than hardware. The AES encryption algorithm implemented in software 

requires less energy than another one realized by hardware components. This encryption 

process should be applied inside the sensor node if energy saving is the primary goal, such as 

sensor nodes powered by battery or energy-harvesting power supply. On the other hand, the 

hardware implementation occupies less programmable memory, which is significant for 

sensor nodes built on microcontrollers with limited memory space, or sensor nodes that 

contain computationally demanding algorithms for data analysis. 

Our future research will focus on the implementation of hardware and software 

symmetric encryption algorithms using different microcontrollers and specific integrated 

circuits (as ATECC608A) to find a less demanding solution for resourced-constrained 

sensor nodes. Another research direction will include analyzing the energy consumption 

and other parameters of various radio modules to find the most effective transmission 

method and minimize energy consumption during data transmission. The obtained result 

of energy consumption during encryption and data transmission may help to develop the 

appropriate energy-harvesting power supply. 
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