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Abstract. In this paper we first briefly compare the performances of active jamming remote
controlled improvised explosive devices activation using wide-band noise and frequency
sweep signal. Frequency sweep is the most widely used technique intended for active
jamming and we analyze its characteristics: 1) sweep speed, 2) conditions for certainly
successful jamming, 3) successful jamming probability if jamming is not certainly successful,
and 4) step of frequency change when frequency sweep is applied. The separate paper
section is devoted to the successful jamming probability calculation in general. The attention
is also paid to jamming probability determination when starting and ending sweep signal
frequencies are varied. The initial research has been upgraded and extended. The presented
results refer to jamming equipment development in IRITEL, but it is important to add that
they are also applicable to the other similar jamming systems realizations.
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1. INTRODUCTION

Today the world is faced with the growing challenges in the fight against terrorism.
Methods of terrorist attacks are constantly improved. It is the reason why devices for the
fight against these attacks must follow changes in the applied techniques of attack.

Remote Controlled Improvised Explosive Devices (RCIED) are widely used as the
equipments intended for terrorism. Such devices are activated by messages, which are
transmitted from longer or shorter distances by wireless communications.

The two most widely used jamming techniques against RCIED activation are reactive
and active jamming [2]. The advantage of reactive jamming is related to the lower level of
emission power, because jamming signal is generated only when RCIED activation message
is detected in one intercepted channel. It is necessary to detect activation signal appearance
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and its frequency, i.e. channel which must be jammed. On the contrary, active jamming
supposes constant jamming signal transmission independent of activation signal existence.

Reactive jamming technique is more often applied in the last time [3] - [10]. In the
existing solutions Fast Fourier Transform (FFT) is usually used as fast and reliable detection
algorithm [3], [4]. The pipeline of different operations when FFT is applied to detection
algorithm (signal samples collection, these samples processing, decision making) instead of
multiplying hardware elements contributes to more reliable and faster RCIED activation
message detection even in the case when it is necessary to analyze frequency hopping signal
[5]. A survey of problems arising in the realization of reactive jammers is presented in [4].
The greatest attention in [4] is devoted to time synchronization in the case of simultaneous
operation of multiple jammers. The characteristics of some other detector types such as
energy detector, matched filter detector, feature detector and detector based on the
calculation of eigenvalues of the covariance matrix are theoretically compared in [6], [7].
Contribution [8] deals with activation signals jamming in one specific network (IEEE.
802.15.4), where message packet duration is very short (only about 350us), thus causing
necessity for a very short detection time. In general, the achieved detection time is less than
Ims in [9], and even about 200us for the frequency range up to 6GHz in [10].

It is important to emphasize several problems, which may occur when active jamming is
applied. The first one is that activation signal power at the RCIED location may be very
different, depending on the implemented techniques for message transmission and on the
distance between activation message transmitter and receiver. The second one is that the
operating frequency for signal transmission may be in very wide frequency range. In such
situation the most reliable method for jamming realization is wide-band jamming signal
generation. It means that available transmitter power is used in the whole frequency range. This
high jamming power is therefore distributed into many available channels and, as a
consequence, its level in each channel is relatively low. The jamming signal power in a channel
with an activation signal is, perhaps, not enough to prevent RCIED activation signal reception.

The other possible, most often implemented signal generation method for active jamming
is linear variation of jamming signal frequency (i.e. frequency sweep) [11]-[13]. In this,
second case it is possible to concentrate significantly higher power in one channel where
activation message is transmitted comparing to wide-band jamming. But, as jamming signal
is not always present in each channel, there is a risk that generated sweep signal would not
reach the desired channel in time, while activation signal is yet not finished. Sweep jamming
implementation is not limited only to RCIED activation jamming. It may be also used for
mobile telephony systems jamming [14]-[16].

The possibility to achieve the higher sweep speed [17] caused that sweep jamming
becomes very popular and widely applied. In this way the benefits of sweep jamming in the
area of power saving come to the fore. Sweep jamming is today dominant technique of
active jamming and this is the reason to devote significant attention in this paper to its
analysis.

The relation of necessary jamming signal power for wide-band and sweep jamming
depends on several factors: the desired jamming probability, implemented technique
(modulation) for RCIED activation message transmission, level of environmental noise, and
S0 on. The results presented in our analysis in [18] prove and explain that in the case of
QPSK modulation for small values of bit error rate (BER) till ~2.5% wide-band jamming is
more efficient than sweep jamming. The conclusion is based on the fact that under such
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conditions lower signal power is necessary to be implemented for wide-band jamming to
achieve the same BER. But, such low values of BER are not important for jamming
realization and for BER>2.5% sweep jamming is more efficient. For other PSK modulation
types the limit value of BER above which sweep jamming becomes more efficient than wide-
band jamming is =10% for BPSK and less than 1% for 8PSK and 16PSK. The power save
increases with PSK modulation level and it may reach even 11dB for 16PSK. The additional
disadvantage of higher necessary power consumption for wide-band jamming is that jammer
may be easier detected. As a consequence, there is a greater opportunity that personnel
controlling jammer operation are exposed to enemy attack [19].

When comparing efficiency of wide-band jamming and sweep jamming, available literature
is mainly concentrated on their qualitative comparison, or, in some cases, approximate
quantitative results of such comparison are presented [20]. As for the knowledge of the authors
of this paper, there is no such an analysis related to the BER value and the applied signal
modulation type for RCIED activation.

The main purpose and the novelty of this paper is that it presents and analyzes different
parameters of sweep jamming:

1. sweep speed;

2. the role of practical sweep jamming realization as step function instead of linear

frequency change in jamming probability determination;

3. performances comparison of two different sweep jamming strategies;

4. jamming probability calculation when starting and ending jamming frequency are

varied;

5. jamming probability calculation when different error detection and correction

algorithms are applied.

The method of frequency sweep realization for jamming RCIED activation is presented
in Section 2 of this paper. The sweep speed is defined as the most important characteristic of
this method. After that, successful jamming probability for frequency sweep signal
implementation is determined in Section 3. Two methods of sweep signal generation
considering jamming reliability are analyzed in Section 4. Section 5 explains the influence of
starting and ending jamming frequency variation on the value of successful jamming
probability. Section 6 deals with the calculation of successful jamming probability when
signal physical characteristics are such that reliable jamming is not guaranteed. At the end,
Section 7 presents conclusions.

2. SWEEP SPEED OF RCIED ACTIVATION JAMMING SIGNAL

There are two jamming signal characteristics, which must be considered to prevent
successful RCIED activation: jamming signal frequency and jamming signal level. Jamming
signal frequency must be equal to the activation signal one or in its proximity. The difference
between activation and jamming signal frequency depends on several factors such as
characteristics of RCIED activation message receiver (its bandwidth and attenuation
characteristic) and relation between amplitudes of jamming signal and RCIED activation
signal. In general, there are three possibilities in the analysis of jamming and activation
signal levels at the place of RCIED activation message receiver. First, if activation message
signal level is greater than jamming signal level, jamming is unsuccessful. In other two
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situations jamming is successful, but the reaction of activation message receiver is different.
If jamming and activation signal levels have nearly the same values, RCIED receiver detects
activation message of no use due to its changed content. In the case that jamming signal level
is significantly greater than the activation signal level, RCIED receiver does not detect
activation message, but only the jamming signal [21].

Let us suppose that it is necessary to jam a signal, which may cause activation of
RCIED anywhere in a frequency band of total width W (in Hz) [22]. The sweep jamming
is applied in the same frequency bandwidth W=f2-f1, where f1 is the minimum and f2 is
the maximum sweep signal frequency (Figure 1). It can be supposed that jamming may be
successful under the condition that jamming signal appears in the frequency band
(channel) where activation signal is transmitted. It is assumed that successful jamming
probability is Pgs=1. The period of one sweep cycle is Tg,. One channel width where
activation signal is transmitted is C (channels C(1) and C(2) in Figure 1). When jamming
signal appears somewhere in this channel while RCIED activation message is present
(time interval T, in Figure 1) and the condition related to level of two considered signals
is satisfied, we shall suppose that jamming is successfully realized. In this moment we
also suppose that jamming signal appears only once in the frequency band reserved for
RCIED activation message transmission in a time of this message duration.

f

f2

Tmess

Tsw

Fig. 1 RCIED activation jamming when jamming signal frequency is linearly changed.

Sweep speed will be defined as frequency change speed:
v, =—. 1)
Jamming probability will be Pgs=1 if one cycle time of frequency change from f1 to
f2 satisfies a condition:
TSW S mess ? (2)

where Tpess IS RCIED activation message duration.
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It follows from Eq. (1) and Eq. (2)

v, > Tﬂ ®)

mess
It is possible that jamming is not successful, although jamming signal frequency is in the
proximity of activation message frequency and the condition related to signal levels is
satisfied. In such a case it is necessary that jamming signal appears more than once (m times
in our analysis) in a considered channel during message duration to achieve satisfactory
RCIED activation jamming probability. In such a case sweep speed must be increased.
Expression (3) is, consequently, changed to:

3

‘W
Vg, > :
T

mess

(4)

The value vy, for which it is valid the equating part of (3) and (4) defines lower limit
of sweep speed to assure successful jamming. It is a time needed to guarantee that
jamming signal at least once (in the case of (3)) or m-times (in the case of (4)) ,,hits“ the
considered channel when its frequency sweeps.

3. SUCCESSFUL JAMMING PROBABILITY FOR FREQUENCY SWEEP IMPLEMENTATION

Let us suppose that the condition from Eq. (2) is not satisfied, i.e. that it iS Tpess<Tsw-
Such a case is presented in Figure 1: the message, which appears in the frequency band
C(1) during time interval T Will be successfully blocked, but the message from the
frequency band C(2) will not be blocked, because jamming signal at no time ,,hits* the
band C(2) during time interval Tess.

In the considered case when it is Tyess<Tsw, the relation between T.ess and Tg, may be
expressed as:

Tsw = k 'Tmess’ (5)

where k is real-valued number whose value is k>1. In this case RCIED activation signal
jamming is not guaranteed, i.e. Pgis<1. The probability of RCIED activation jamming is:
1T

P, == — _mess 6
dist k T ()

sw

Figure 2 presents successful jamming probability (Pgs) as a function of one sweep
cycle time interval (Tg,) and message duration (Tyess). The values of Py are obtained on
the basis of Eq. (6) if it is satisfied the condition Tyess<Tsw. If it iS Tress>Tsw jamming
signal frequency in any case crosses the frequency of RCIED activation message at least
once. That’s why in such situation is Pgis=1, providing that other conditions for successful
jamming are satisfied.
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Fig. 2 RCIED successful jamming probability as a function
of sweep time and message duration.
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Fig. 3 Practical realization parameters of RCIED activation jamming.

Practical realization of sweep signal generation differs from the presentation in the
Figure 1. Instead of generation by linear frequency change, signal is generated as stepwise
function. In this way it is realized an approximation of linearly variable signal frequency,
as presented in Figure 3. According to this figure, the basic data defined in implementation are
time step (T,) and frequency change step (f,). These two values may be used to express sweep
speed in the other manner as

f

_ _A
sz—i.
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If it is satisfied the condition
f, <C, 8)

jamming will be certainly successful. If not, there are two possibilities:

1. the value of generated frequency is in no moment in the frequency range dedicated
to the considered channel (channel C(1) in the Figure 3);
2. generated frequency coincides during some time interval with the frequency of a
channel (interval T. in the Figure 3, when signal in channel C(2) is jammed).
In the first case jamming will be unsuccessful, while in the second case it will be successful.
The aim of practical sweep signal generation is to approximate linear frequency
change as much as possible. To achieve this, it is chosen the minimum value of Tx (Tai)
which is allowed by applied hardware components [17]. The calculation is performed for
such defined T, value. The details of implemented jammer solution are presented in [13].
Let us suppose that we want to determine whether it is possible to assure successful
jamming using the selected hardware component for sinusoidal signal generation. The
first step in the analysis is to find the necessary number of frequency steps for linear
approximation of frequency change. We have already emphasized in Eq. (2) the necessary
condition for such successful jamming. In the limiting case Tg=Tness, the number of
frequency steps for linear approximation of frequency change is:

T
n, =—"—. 9
=T 9)

Amin

The value of necessary frequency change step to (eventually) achieve successful
jamming may be now determined on the base of Eq. (8) and Eqg. (9) as:
w W.T

f —_Amn < C, 10
AT T (10)

S sw

The conclusion of this short analysis expressed by Eq. (9) and Eq. (10) is that fast linear
change of jamming frequency does not always lead to successful jamming. The jamming
successfulness is also related to the characteristics of applied hardware components for
jamming signal synthesis, namely to the possibility to achieve satisfactory short step for linear
approximation of frequency change. It is possible that the time of one frequency sweep from the
minimum to maximum frequency is satisfactory, but that one step of frequency change is still
greater than one channel width (C), thus causing unreliable jamming.

4, COMPARISON OF JAMMING SUCCESSFULNESS
FOR TWO SWEEP SIGNAL GENERATION METHODS

There are two methods for sweep signal generation:

1. signal frequency is always generated from its minimum towards the maximum
value and after reaching the maximum value, signal frequency immediately drops
down to its minimum value;

2. signal frequency starts to linearly increase from its minimum value and when
reaches its maximum, starts to linearly decrease towards the minimum usually at
the same rate as it was previously in the increasing direction.
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a)

<« Tmes: .

b)

Fig. 4 Jamming possibilities of RCIED activation signal
for two methods of sweep signal generation.

Figure 4 presents these two methods for sweep signal generation. The first method is
shown in Figure 4a and the second one in Figure 4b. Two RCIED activation messages are
taken into account together with a sweep signal in both cases. RCIED activation messages
are located in two different frequency bands: C(1) and C(2). In this example message length
(Tmess) is equal to the sweep time (Tg,). If a sweep signal is generated according to the first
method, jamming is always successful, irrespective of the part of frequency range between f1
and f2 where RCIED activation signal appears. However, if sweep signal is generated
according to the second method, jamming may be successful for a signal in a channel C(2),
where jamming signal two times ,,hits the channel with activation message. In addition, it
may be also unsuccessful for a signal in a channel C(1), because jamming signal does not
Lhit channel C(1) in a time of message duration. It is important to emphasize that jamming
is certainly successful for the second method of sweep signal generation if a bit changed
condition comparing to Eq. (2) is satisfied:

2T, <

sw — "mess*

(1)

Successful jamming probability for the second method of jamming signal generation is
determined starting from formula (11) and is:
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1 T
Py = ——— = — ™=, 12
dist 2k 2'T5W ( )

Figure 5 presents variation of RCIED activation signal jamming probability as the
function of the relation Tg,/Tyess for two presented methods of sweep signal generation.
The graph in this figure illustrates that successful jamming probability is always greater if
sweep signal is generated according to the first method for all values Tg/Tess>0.5. For
T/ Timess<0.5 both methods have Pgis=1.

Pdist.

0 02 04 06 08B 1 12 14 16 18 2 22 24 28 28 3
TswiTmess

—— Up-SWEER —=—up/dawn-sweep

Fig. 5 Successful jamming probability as a function of relation Tg,/Tmess
for two methods of sweep signal generation.

5. THE ROLE OF STARTING AND ENDING JAMMING FREQUENCY SELECTION

The analysis from previous sections and graphs in Figure 2 and Figure 5 demonstrate that
successful jamming probability decreases very fast when Ty, is greater than T, i.6. when
activation message is short. There is a limit of sweep speed increase due to the characteristics of
used hardware components for signal generation. Also too great sweep speed decreases the
time of jamming signal frequency existence enough close to activation message frequency and
thus message content is not changed to cause successful jamming. These problems may be
overcome if sweep cycle does not cover the whole predicted frequency band in the jammer, but
the smaller range of frequencies, that is estimated to contain the activation message frequency.
In such a case Ty, is no more significantly greater than T It is necessary to know in advance
the nearer frequency limits of expected activation signal, thus allowing possibility to define
smaller distance between the lowest and the highest sweep frequency. It is demonstrated in [23]
that the implemented operating frequencies for RCIED activation are specific for different war
areas. These frequencies depend on devices, which may be easily purchased in that area and
then simply adjusted for the application. Thus it is possible to predict a priori the expected
activation frequencies. In any case, it is necessary to satisfy the condition

fiomn < Frress < F

down — "mess — ‘up?

(13)

to realize jamming successfully. In this expression f,.s is the frequency used for activation
message transmission and fyoun and f,, are the minimum and maximum sweep frequency,
respectively.
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Figures 6, 7 and 8 present Py as a function of fyo.n and f,,. Frequencies fyu, and fy, are
presented as shifted values. The value 0 on these figures corresponds to minimum possible
sweep frequency (fiinsw), Which may be implemented in the jammer when sweep signal is
realized, while the value 1 corresponds to maximum sweep frequency (fnaxsw). The value of
activation signal frequency is also shifted. The correct relation of the frequencies for the
graphs in figures 6, 7 and 8 is fyoun<f,,. That’s why Pg;s=0 if this condition is not satisfied.

Pdist 00-0,1 ®0,1-02 00203 @03-04 MW04-05
m05-06 @06-0,7 @0,7-08 @0,809 MWO09-1

Fig. 6 Successful jamming probability as a function of minimum (fy,,) and
maximum (f,,) shifted sweep frequency, Tmess/Tsw=0.2, shifted fies=0.3.
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Fig. 7 Successful jamming probability as a function of minimum (fs.n) and
maximum (f,) shifted sweep frequency, Tress/Tsw=0.2, shifted fres=0.6.
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Pdist 00-0,1 ®0,1-0,2 00,2-0,3 M0,3-0,4 B0,4-0,5
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Fig. 8 Successful jamming probability as a function of minimum (f4eun) and
maximum (f,,) shifted sweep frequency, Tmess/Tsy=0.5, shifted fes=0.6.

Figures 6 and 7 are plotted for the case when the complete sweep cycle from the minimum
to the maximum frequency has the duration five times greater than the activation message
(Thess/ Tsw=0.2), while Figure 8 is plotted for T/ Ts,=0.5. Figure 6 corresponds to the shifted
value of activation signal frequency 0.3 (i.e., the real value of this frequency is fiinswt(fraxsw-
fiinsw) 0.3), while the value of shifted frequency for the figures 7 and 8 is 0.6.

The main conclusion from the graphs in figures 6, 7 and 8 is that Py, may reach the
value equal to 1, which is not possible if the whole range of frequencies is swept. But, it is
also possible that activation frequency is never in the range of jammed frequencies, when
it is Pgis=0. That’s why the good estimation of the frequency range used for activation
signal transmission is very important.

The second possibility to increase probability of successful jamming is simultaneous
implementation of sweep signal generation in several frequency bands (the whole
available frequency range is swept in each such formed frequency band). In this way,
multisweep signal generation is implemented at the same speed in m bands in the same
time. That’s why Py is also increased m times until the value Py=1 is reached. In the
solution presented in [13], the value of mis 7.

6. THE INFLUENCE OF RCIED ACTIVATION MESSAGE CHARACTERISTICS
ON SUCCESSFUL JAMMING PROBABILITY

Until now we supposed in the analysis that jamming signal characteristics guarantee
successful jamming if a signal appears in a channel where RCIED activation message is
transmitted. However, it is possible that this condition is not satisfied (first of all, because of
a low jamming signal level, as already expressed in Section 3). Even in the case that
jamming signal level is satisfactory (i.e. greater than the level of RCIED activation



222 M. MILEUSNIC, B. PAVIC, V. MARINKOVIC-NEDELICKI, P. PETROVIC, D. MITIC, A. LEBL

message), it is possible that BER<1. It means that each bit in activation message will be
changed in relation to its exact value with probability equal to BER. The total number of bits
forming an activation message is n. It is supposed that error correction coding is not applied
which means that activation message will be successfully transmitted, if all bits in its content
are correctly transmitted. Probability of message successful transmission is therefore:

P, =(1-BER)", (14)
and successful jamming probability will be:
P, =1-P, =1-(1-BER)". (15)

Figure 9 presents probability of successful RCIED activation jamming (Pgist) as the
function of the number of bits n, which form a message and BER. This graph is obtained
on the base of Eq. (15). The importance of this graph is that it presents the dependence of
Pgist on two independent variables. We shall suppose that satisfactory combinations of n
and BER give as a result Pg>0.95. In the case that activation message consists of only
one byte (8 bits) the desired jamming probability is achieved for BER=0.35.

Pdist @0-0,1 mo0,1-0,2 002-03 00,3-04 MW04-05

@0,5-06 m06-0,7 @0,7-0,8 ©O0,8-09 @O@0,9-1

Fig. 9 Successful jamming probability (Pgis) as a function
of message length (n) and bit error rate (BER).

There is a great variety of transmission techniques, which may be used for RCIED
activation message sending. It is possible to use an algorithm, which corrects certain number of
incorrectly transmitted message bits. In this paper we consider algorithms, which correct one or
two message bits. In the case of a code able to correct one message bit, a message will be
successfully transmitted if no more than one bit is faulty. When there are no faulty bits, message
successful transmission probability may be determined according to (14). In the other possible
case, when one bit is faulty, successful message transmission may be calculated from

P - ( q) BER- (1— BER)". (16)
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Successful jamming probability on the base of (14)—(16) is then:
Pdist =1- F’sa - Psal =

=1-(1-BER)" —( ri) BER-(1— BER)" . 7

If we have a code with a possibility to correct two faulty message bits, a message will
be correctly transmitted if there are not more than two faulty message bits. The successful
transmission probability when two bits are faulty may be determined as

P, = ( g) BER? - (1- BER)"?, (18)

Si

i. e., total successful jamming probability in this case will be:
Pdist =1- Psa - Psal - Psaz =

=1—(1- BER)" —( 2) BER-(1— BER)"* —( 2) BER?-(1- BER)"2. (19
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Fig. 10 Successful jamming probability in the case of error correction
coding application to RCIED activation message for BER=0.4.
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Fig. 11 Successful jamming probability in the case of error correction
coding application to RCIED activation message for BER=0.6.
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The graphs in figures 10 and 11 present successful jamming probability as the function of
the number of bits, which form activation message. These graphs are obtained using formulas
(15), (17) and (19). The parameter in the figures is the number of bits, whose content may be
corrected in the RCIED receiver on the basis of implemented algorithm for error correction.
The graphs in Figure 10 and Figure 11 are presented for BER=0.4 and BER=0.6, respectively.
The aim is to achieve as greater as possible value of Pgg and for practical considerations
satisfactory jamming probability is supposed to be P4«=0.95, as already pointed out. This target
value is achieved for BER=0.6 in the case of very robust error correction coding algorithm,
which may correct two bit errors in a message even in the case of very short messages, whose
length is only 8 bits. Such short messages are not real to exist in practice.

Pdist.

——no_hit_carrection —8-1_hit_correction 2_hit_carrection

Fig. 12 Successful jamming probability in the case of error correction
coding application to RCIED activation message for n=16 bits.
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Fig. 13 Successful jamming probability in the case of error correction
coding application to RCIED activation message for n=32 bits.

Figures 12 and 13 present successful jamming probability as a function of BER in the
case that activation message consists of only 16 bits (Figure 12) or 32 bits (Figure 13).
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The results are also obtained on the base of expressions (15), (17) and (19). A satisfactory
jamming probability Pg>0.95 is now reached for BER=0.35 if the message consists of 16
bits, or for BER=0.19 if the message consists of 32 bits when algorithm with two bits
correction is applied.

Figures 14 and 15 present successful jamming probability as a function of n and BER
for the case when one bit error in RCIED activation message may be corrected (Figure
14) and when two bit errors may be corrected (Figure 15). Graph in Figure 14 is obtained
using (17) and graph in Figure 15 using (19). The results from these two figures make a
complete with the graph in Figure 9.

Pdist @0-0,1 m0,1-02 00,203 00304 ™®04-05
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Fig. 14 Successful jamming probability as the function of n and BER
when it is possible to correct one bit error.
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Fig. 15 Successful jamming probability as the function of n and BER
when it is possible to correct two bit errors.
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The results from [18] may be used to estimate the necessary jamming signal power relative
to activation message level in order to achieve desired BER values. Graphs in [18] are
presented for often applied MPSK (M-ary Phase Shift Keying) activation signal, where the
values of M are 2 (BPSK — Binary PSK), 4 (QPSK — Quaternary PSK), 8 and 16. When the
message consists of relatively small number of bits (16 in Figure 12 or 32 in Figure 13), it is
expected that BPSK or QPSK is applied.

It is very interesting to make additional comparison between the sweep speed when active
jamming is implemented and the necessary signal detection time when reactive jamming is
realized by FFT analysis. The application of very fast, modern digital signal processors (DSP)
presented in [24], [25] allows the achievement of very short detection times [10], which are
even significantly smaller than the time necessary to realize one sweep cycle. It can be often
found in literature that active jamming is more reliable than reactive jamming. We may point
out as the conclusion that this statement is certainly valid only if wide-band noise jamming is
used as a method of active jamming. When sweep signal is used for active jamming, it is
possible to find the frequency of RCIED activation signal by FFT analysis and to start jamming
signal generation in a shorter time than to complete one sweep cycle over all envisaged
frequencies. The FFT analysis rate depends on the applied DSP clock frequency, the number of
activated DSP cores and the application of additional hardware accelerator in DSP. The clock
for DSP core is obtained by PLL components, which may generate very fast clock signals [26].
As there are even three factors, which may increase FFT calculation speed, the analysis flow
rate is several tens of times greater when these factors have maximum values than if they have
minimum ones. The consequence is that for some combinations of considered factors, active
sweep jamming is more reliable and for some others reactive jamming is better solution. The
more detailed quantitative comparison of these two jamming scenarios, which may be realized
by components presented in [17], [24] and [25] will be the subject of our future analysis.

7. CONCLUSIONS

There are two techniques applied to RCIED activation jamming: active and reactive
jamming. Frequency sweep as the most widely used technique for active jamming is
analyzed in this paper. In the introductory section it is explained why sweep jamming is
important for application and what are its advantages and disadvantages. We emphasized the
condition for certainly successful jamming and presented the method for jamming
probability calculation in the case that jamming is not certainly successful. In the analysis
two methods for sweep signal generation are compared considering successful jamming
probability and all formulas are developed for both methods. The attention is devoted to
practical sweep hardware implementation, where linearly variable sweep frequency is
approximated by stepwise change of signal frequency. It is proved that the cause of
unsuccessful jamming may be not only too slow signal frequency sweep comparing to the
RCIED message duration, but also excessively great frequency step change in stepwise
jamming signal realization. The particular paper section is devoted to successful jamming
probability determination when starting and ending sweep jamming frequencies are varied.
At the end we presented the method for successful jamming probability calculation in
general. We analyzed the influence of transmission BER, RCIED activation message length
and applied algorithm for error correction coding of activation messages on the calculated
jamming probability value.
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Fig. 16 RCIED jammer at Defense & Security
International Exhibition Eurosatory 2018 in Paris

This paper is the enhanced version of the contribution [1]. Comparing to [1], the new
Section 5 explains how changes of starting and ending sweep frequency influence the
successful jamming probability. The conclusions from the new, finishing part of Section 3
(Eq. (9) and Eq. (10)) are important for the jamming practical realization. It is proved in this
part of the paper that jamming may be unsuccessful, although sweep speed satisfies the
condition Tpess>Tsy- The results in Section 6 are completed by new graphs in Figure 12 and
Figure 13, which present successful jamming probability as the function of BER when
activation message length is fixed. This is the other way to present the results from Figure 10
and Figure 11, where message duration was variable and BER was fixed. The graphs in
Figure 14 and Figure 15 are also new in comparison to [1]. They present the value of
successful jamming probability as a function of, together, number of bits forming a RCIED
activation message (n) and BER. When we compare these two graphs to the graph in Figure
9, we can conclude how bit error correction algorithm in RCIED activation message
contributes to successful jamming probability decreasing. The importance of the additional,
last paragraph in Section 6 is that it emphasizes the fact that reactive jamming may be in
some cases more reliable than active jamming, realized by sweep signal generation. Having
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in mind our study of existing published papers, such statement is not proved in the available
literature. We plan to proceed with more detailed quantitative analysis of this problem in our
future developmental work. And, last but not least, in the Section 1 we have added the main
results from [18], which are related to quantitative comparison of necessary signal power in
the case of sweep jamming and wide-band jamming for several modulation techniques. The
results are presented without detailed mathematical proof, which is presented in [18].

The presented analysis is based on long standing IRITEL experience in the systems
development for RCIED activation jamming [13], [18], [27] and for jammers intended for other
applications [11], [12], [16]. The analysis procedures and RCIED jamming implementation are
mainly related to [13]. The realized jammer was presented with the great success at the
Eurosatory 2018 — Defense & Security International Exhibition in Paris, Figure 16. Having in
mind the applications of new technologies in our RCIED jammer implementations, such as
absorptive filter at power amplifiers outputs, new theoretical approaches and papers related to
this topic are of interest like [28].

Acknowledgement: The paper is realized in the framework of the project TR32051, which is cofinanced
by Ministry of Education, Science and Technological Development of the Republic of Serbia.
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